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Debugging Linux/Windows Applications with PIN Tracer
module
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1. Introduction

The PIN tracer is a remote debugger plugin used to record execution traces. It allows to record traces on Linux and
Windows (x86 and x86_64) from any of the supported IDA platforms (Windows, Linux and MacOSX). Support for
MacOSX targets is not yet available.

1.1. PIN support for MacOSX

Recording traces on MacOSX target is not supported yet.

However, it's possible to record traces from a Linux or Windows target using the MacOSX version of IDA.

2. Building the PIN tool

Before using the PIN tracer the PIN tool module (distributed only in source code form) must be built as the Intel PIN
license disallows redistributing PIN tools in binary form.

First of all download PIN from http://www.pintool.org, and unpack it on your hard drive.

the PIN tools are a little sensitive to spaces in paths. Therefore, we recommend unpacking in a

IMPORTANT no-space path. E.g., "C:\pin", but not "C:\Program Files (x86)\".

The building process of the PIN tool is different for Windows and Linux.

2.1. Building on Windows

1. Install Visual Studio. It is possible to build the PIN tool with the Express version of Visual Studio for C++.

2. Download the IDA pintool sources from:
https://www.hex-rays.com/products/ida/support/freefiles/idapin$(IDAMAJMIN).zip (*)

pintool 6.9 and higher should be built with PIN version 3.0 and higher, for earlier versions of pintool you should use
PIN build 65163.

3. Unpack the .zip file into /path/to/pin/source/tools/

4. Open /path/to/pin/source/tools/idapin/IDADBG.sIn in Visual Studio, select the correct build configuration (either
Win32 or x64) and build the solution.

Alternatively you can use GNU make:

1. Install GNU make as a part of cygwin or MinGW package
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2. Unpack the .zip file into /path/to/pin/source/tools/

3. Prepare Visual Studio environment (e.g. %VCINSTALLDIR%\Auxiliary\Build\vcvars32.bat for 32-bit pintool or
%VCINSTALLDIR%\Auxiliary\Build\vcvars64.bat for 64-bit one)

4. cd /path/to/pin/source/tools/idapin

5. make

2.2. Building on Linux

1. Install GCC 3.4 or later

2. Download the IDA pintool sources from:
https://www.hex-rays.com/products/ida/support/freefiles/idapinS(IDAMAJMIN).zip (*)

3. Unpack the .zip file into /path/to/pin/source/tools/
4. Open a console, and do the following (only for versions of PIN prior to 3.0):
a. cd /path/to/pin/ia32/runtime
b. In-s libelf.s0.0.8.13 libelf.so
c. cd /path/to/pin/intel64/runtime
d. In-s libelf.s0.0.8.13 libelf.so
e. cd /path/to/pin/source/tools/Utils
f. Is testGecVersion 2>/dev/null || In -s ../testGecVersion testGecVersion

5. cd /path/to/pin/source/tools/idapin
$ make TARGET=1a32

for building the x86 version, or
$ make TARGET=intel64

for the x64 version.

(*) Where 'S(IDAMAJMIN)' is the IDA version major/minor. E.g., for IDA 7.6, the final URL would be: https://www.hex-
rays.com/products/ida/support/freefiles/idapin76.zip

Pintool 6.9 and higher are compatible with versions 6.5-6.8 of IDA so currently you can use them.

3. Start process

Once the PIN tool module is built we can use it in IDA. Open a binary in IDA and wait for the initial analysis to finish. When
it's done select the PIN tracer module from the debuggers drop down list or via Debugger > Select debugger:
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Help
v wm X | b No debugger | »
I | | | Local Bochs debugger - >

External symbol ] Lumit Local Linux debugger

| PIN tracer
Enums Imports [

~ Remote GDB debugger |

TIHNHE =============3 Remote LiI"ILJK dE‘bUggEI’ E
Trace replayer
char **argv)
DATA XREF: _start+l7to

4
8
OCh
ality wo

esp

After selecting the PIN tracer module select the menu Debugger > Debugger options > Set specific options. The
following new dialog will be displayed:

PIN executable /path-to-pin/pin -
Directory with idadbg /path-to-pin/source/tools/idapin -
On startup enable PIN Tool

| | Register value recording [+ Autolaunch PIN for localhost

|| Debug mode

Extra arguments:

Before PIN tool -
After PIN tool -

OK Cancel

In this dialog at least the following options are mandatory:

1. PIN executable: This is the full path to the PIN binary (including the “pin.exe” or “pin” file name). In some versions
“pin.sh” may exist — in this case you should use it.

2. Directory with idadbg: This is the directory where the idadbg.so or idadbg.dll PIN tool resides. Please note that only
the directory must be specified.

Fill the form with the correct paths and press OK in this dialog and enable option Autolaunch PIN for localhost.

We can interact with the PIN tracer like with any other debugger module: add breakpoints and step into or step over
functions by pressing F7 or F8 alternatively.

Now we put a breakpoint in the very first instruction of function main
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.text:08048452

text: 08048492 ; =============== 5§ U B R O UT I N E =====——-—--—o-—--—-—o—--—o—-—-———o—oo——o—o—oo—oo————==
.text:08048452

.text:08048492 ; Attributes: bp-based frame

.text:08048452

.text:080484592 ; int __cdecl main(int argec, char #**argwv)

.text:08048452 public main

.text: 080484592 main Proc near ; DATA XREF: _start+l7to

.text 08048492

.text:08048452 char_in_main byte ptr -5 I

.text 08048432 foo
.text:08048452 argc
.text: 08048452 argv
.text 08048452

dword ptr -4
dword ptr &
dword ptr OCh

.text:08048492 ; _ unwind { // xx_personality w0

.text: 08048453 mowv ebp, esp

.text: 08048455 sub esp, 18h

.text: 08048498 mov [ebp+char_in_main], 62h ; 'b’
.text:0804845C lea eax, [ebp+char_in_main]

00000492(08048492: main||(Synchronized with Hex View-1})
. ___________________________________________________________________________________________________________________________________ ]

and launch the debugger by pressing the F9 key or by clicking the Start button in the debugger toolbar.

.text:08048452

ktext:-080484392 B e S UOEBEREOCUTTIMNE ::::::::::::::::::::::::::::I
.text:08048452

.text:08048432 ; Attributes: bp-based frame

.text:08048452

.text:08048492 ; int __cdecl main(int arge, char **argv)

.text:08048492 public main

.text:08048492 main proc near ; DATA XREF: _start+l7to
.text: 08048452

.text:08048432 char_in_main= byte ptr -5

.text:080484392 foo= dword ptr -4

.text:08048492 argc= dword ptr &

.text:08048432 argv= dword ptr O0Ch

.text: 08048452

.text:08048492 ; unwind { // ﬁ ﬁrlnmliti w0

.text:080484393 mov ebp, esp

.text:08048435 sub esp, 18h

.text:08048498 mov [ebp+char_in _main], &2h ; 'b°'

.text:0804845C lea eax, [ebp+char_in_main]

.Etext:0804845F mowv [esp+4], eax ; in_char_ptr
.text:080484A3 mov dword ptr [esp], TAh ;| '=z' ; in_char

.text:080484AR call _ZlO0return_intecPe ; return_int (char, char #*)
.text:080484AF mowv [ebp+foo], eax

.text:080484B2 mov eax, [ebpt+foo]

.text:080484B5 leave
.text:080484E6 retn
.text:080484B6 ; } // starts at 8048432

000004592|(080484%2: main| (Synchronized with EIP)
.}

Make several steps by pressing F8. We can see all the instructions that were executed changed their color:
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text:
.text:
text:
text:

080484352
08048492
08048452
080484352

argc= dword ptr
argv= dword ptr

; _unwind { //
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8
0Ch

text:

.text

.text:

.text

.text:

.text

text:
.text:
.text:
text:

.text

.text:

.text

text:

.text

Eexkt:
text:
text:
text:

.text

text:

.text

text:

08048453
1080484395
08048498
:0804849C
08048435F
:080484A3
080484AR
080484AF
080484B2
080484B5
:080484B6
080484E6
:080484E6
080484B6
:080484E6
080484B7
080484C0
080484C0
080484C0
:080484C0
080484C0
:080484C0
080484C0

mow ebp, esp

sub esp, 18h

mow [ebp+char_in_main], &2h ; 'b°'

lea eax, [ebp+char_in_main]

mow [esp+4], eax ; in_char_ptr

mowv dword ptr [esp], TAh z' ; in_char

call _ZlO0return_ intecPe ; return_int (char, char #*)
mow [ebp+foc], eax

mowv eax, [ebp+foo]

leave

retn

; 3 // starts at 8048492

main endp

align 10h

R S TR EREODUTUTINANLE ———reesresressreresesess-esesesrsss s scsr s
; Attributes: bp-based frame

public _ libc_csu_
__libkbe ecsu_fini proc near

000004522 080484592 ¢

main|| (Synchron

fini
DATA XREF: _start+Bto

ized with EIP)

Now let the application run and finish by pressing F9 again. After a while the process will terminate and IDA will display a
dialog telling us that is reading the recorded trace. Once IDA reads the trace the debugger will stop and the instructions
executed will be highlighted (like with the built-in tracing engine) as in the following picture:

.text:
.text:
.text:
text:
text:
.text:
.text:
text:
.text:
.text:
text:
.text:
.text:
.text:
text:
.text:
.text:
.text:
text:
.text:
.text:

Q00003F0| 0B0483F0:

0B048B3F0O
0B0483F0
080483F0
080483F0
0B0483F0
0B0483F1
080483F3
080483F4
0B0483F7
0B0483FE
08048400
08048405
0B804840A
08048410
08048413
08048416
0B048418
0804841A
08048420
08048420
08048420

[

le

Attributes:

__do_global_dtors_aux proc near

push
mow
push
sub
cmp
jnz
mov
mov
sub
sar
sub
cmp
jnb
lea

c_B8048420:
add

bp-based frame

; CODE XREF: _term_proc+l3ip
ebp
ebp:
ebx
esp, 4
ds:completed 5982,
short loc_804843F
eax, ds:dtor_ idx 5584
ebx, offset _ DTOR_END__
ebx, offset _ DTOR_LIST
ebx, 2

ebx, 1

eax, eb=x

short loc_8048438

esi, [esi+0]

esp

0

; CODE XREF:

__do_globkal_dtors_aux+46+7j

eax, 1

__do_global_dtors_aux|| (Synchronized with Hex View-1})

We can see in the graph view mode the complete path the application took in some specific function by switching to the
graph view, pressing space bar and then pressing “w” to zoom out:
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; Attributes: bp-based frame
__do_global_dtors_aux proc near
push ebp
mov ebp, esp
push ebx
sub esp, 4
emp ds:completed 5982, 0
jnz short loc_804843F
il i =
mov eax, ds:dtor_idx 5984
mov ebx, offset __DTOR_END___
sub ebx, offset _ DTOR_LIST__
sar ebx, 2
sub ebx, 1
cmp eax, ebx
jnb short loc_8048438

il =

loc_8048420:

add eax, 1

mov ds:dtor_idx_5284, eax
call ds:_ DTOR_LIST__ [eax*4]
mov eax, ds:dtor_idx_5984
emp eax, ebx

ibe short loc_8048420
I, |

loc_8048438:
mov ds:completed_5982, 1

__do_global_dtors_aux endp

100.00% (493, -38) | | 000003F0/[080483F0: _ do_glokal_dtors_gux | (Synchronized with Hex View-1)

4. Attach to an existing process

Copyright (c) 2021 Hex-Rays SA

Instead of launching a new process we could attach to a running process and debug it. For that we could have selected

the "Debugger > Attach to process..." menu item. IDA will display a list of active processes.
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10333
10336
10564
105688
10576
105792
105810
10597
10735
10736
10739
107830
108023
110281
110356
110357
110360
1104585
110588
110663
110664
110667
111220

171 2MA21

Line 1 of 185

Name

[64] /usr/bin/scl enable devtoolset-6 -- bash --init-file fhome/pa...
[64] /bin/bash /varftmp/scl84SCEu
[64] bash --init-file fhome/pavel/bin/devenv_ver

[64] fusr/libexec/gvfsd-trash --spawner :1.23 Jorg/gtk/gvfs/exec...

[64] -bash

[64] /usr/libexec/gvfsd-network --spawner :1.23 forg/gtk/gvfs/e...

[64] vim pavel-slides.txt
[64] vim block.cpp

[64] /usr/libexec/gvfsd-dnssd --spawner :1.23 forg/gtk/gvis/exe...

[64] /usr/bin/scl enable devtoolset-6 -- bash --init-file fhome/pa...
[64] /bin/bash /varftmp/scl7TYAWAU

[64] bash --init-file /home/pavel/bin/devenv_ver

[64] -bash

[64] -bash

[64] -bash

[64] fusr/bin/scl enable devtoolset-6 -- bash --init-file /home/pa...
[64] /bin/bash /varftmp/sclYTN7TN

[64] bash --init-file /home/pavel/bin/devenv ver

[64] vim allmake.mak

[64] -bash

[64] /fusr/bin/scl enable devtoolset-6 -- bash --init-file /home/pa...
[64] /bin/bash /varftmp/scIRPvZe3

[64] bash --init-file /home/pavel/bin/devenv_ver

[64] ‘Jfopt/google/chrome/chrome --type=renderer --field-trial-h...

A1 khaek

oK Cancel Search Help

We just select the process we want to attach to. IDA will then attach to the selected process, and leave it suspended at
the place it was when it was attached to:

Page 7 of 10


https://www.hex-rays.com

Copyright (c) 2021 Hex-Rays SA

File Edit Jump Search View Debugger Lumina Options Windows Help
S = R I A L 2 kg e X p O |Local PIN deb~ || %] | »
& LLHRAE T {HGEEE RO EOE TR O

Library function [l Regular function [l Instruction Data Unexplored External symbol ] Lumina function

IDA View-RIP, General registers, Modules, Threads, Hex View-1, Stack view [ Structures H Enums
IDA View-RIP o ® i General o ®
E libc.so.6:.text:00007FB0659344A5 syscall ; LINUX — RAX 00000 |ID ©
L libc.so.6:.text :00007FB0653344A7 cmp rax, OFFFFFFFFFFFFFQ0Oh REX 00000 VIF O I
libec.so.6:.text :00007FB0O653344AD ja short loc_7FB065534500 [}
libe.so.6: .text :0000TFR0659344AF retn RCX 00007E o
libc.so.6:.text:00007FB0659344B0 ; RDX 00000C  |yy ¢
libe.so.6: .text :00007FBO659344EB0 -_— RF 0
libe.so.6: .text :00007FB0659344B0 loc_TFBOG659344B0: ; CODE XREF: write+Etj
libec.so.6:.text:00007FB0659344B0 sub rsp, 28h &8 Modules 0O [E]
libe.so.6: .text :00007FBO659344B4 mov [rsp+18h], rdx h
libe.so.6: .text :00007FBO659344B29 mov [rsp+10h], rsi Pat
libc.so.6:.text :00007FB0653344BE mov [rsp+E], edi [usr,fbin,fyes I
libe.so.6: .text :00007FBO0659344C2 call near ptr _ libc_enable_asynccancel 7 lib64aslibe s0.6
libc.so.6:.text :00007FB0653344CT7 mov rdx, [rsp+l8h] S B
libc.so.6: .text :00007FB0659344CC mov rsi, [rsp+10h]
libe.so.6: .text :00007FB0659344D1 mov r8d, eax
libe.so.6: .text :00007FB0659344D4 mov edi, [rsp+8] Threads
libe.so.6: .text :00007FB0659344D8 mov eax, 1 o ®
libc.so.6:.text :00007FB0655344DD syscall ;i LINUX - sys_write Decimal Hex St
libc.so.6:.text :00007FB0659344DF cmp rax, OFFFFFFFFFFFFF000h
libc.so.6:.text:00007FRBO659344E5 ja short loc_7FR065934514 I 1201... 1D537 Re
UNENOWHN| |[00007FB06559344A5: write+l3| (Synchronized with RIP)
[T Hex View-1 m] ® (D Stack view m] ®
[FFFFEFFFFEFFEFFFF 00007FFES9€6F62D8 O000055A3A4102D5E sub_55A3
L] L]
FFEFFFFFFFFFFFFF : FFEFFFFFEFFEFFEFE UNKNOWN| | 00Q07FFES96F62D8: | (Synchronized witl
Output m] ®
IDAPython 64-bit v7.4.0 final (serial 0) (c) The IDAPython Team <idapython@googlegroups.com>
Assuming _ fastcall calling convention by default I
Type library 'gnulnx_x64' loaded. Applying types...

Types applied to 0 names.
IDC

SP:00007FB06594B13B| Down

5. Remote debugging

In case of remote debugging you can run IDA and PIN backend on different platforms.

5.1. Starting the remote PIN backend

The first thing to do, is to start the PIN debugging backend on the target machine. Command line depends of bitness of
the target application.

$ <path-to-pin> -t <path-to-pintool> -p <port> -- <application> <application-options>

For example, a 64-bit application Is would be started for debugging by the following comand:

$ /usr/local/pin/pin \
-t /usr/local/pin/source/tools/idapin/obj-intel64/idadbg64.so \
-p 23947 -- \
/bin/1s

whereas a 32-bit one hello32 as follows:

/usr/local/pin/pin \
-t /usr/local/pin/source/tools/idapin/obj-ia32/idadbg.so \
-p 23947 -- \
./hello32

there is a more complicated way to start an application regardless bitness:

Page 8 of 10


https://www.hex-rays.com

Copyright (c) 2021 Hex-Rays SA

/usr/local/pin/pin \
-t64 /usr/local/pin/source/tools/idapin/obj-intel64/idadbgb4.so \
-t /usr/local/pin/source/tools/idapin/obj-ia32/idadbg.so \
-p 23947 --\
/usr/bin/1s

Also you can attach to already running programs:

$ <path-to-pin> -pid <pid-to-attach> -t <path-to-pintool> -p <port> --

For example:

Jtmp Q

/tmp>yes >/dev/null &

[1] 22744

/tmp>/usr/local/pin/pin -pid 22744 -t /usr/local/pin/source/tools/idapin/obj-intel64/idadbg64.s0 -p 23905
/tmp>J

5.2. Connecting IDA to the backend

The next step is to select PIN tracer module in IDA via Debugger > Select debugger and switch IDA to remote PIN
backend. For this you should disable option Autolaunch PIN for localhost in the PIN options dialod (Debugger >
Debugger options > Set specific options):

PIN executable /path-to-pin/pin -
Directory with idadbg {path-to-pin/source/tools/idapin v
On startup enable PIN Tool
| | Register value recording || Autolaunch PIN for localhost
| | Debug mode

Extra arguments:
Before PIN tool _
After PIN tool -

OK Cancel

and then tell IDA about the backend endpoint, through the menu action Debugger > Process options...

NOTE: all paths must be valid on the remote computer

Application fusr/bin/ls A
Input file fusr/bin/ls A
Parameters -
Hostname 127.0.0.1 « | Port 23947 =

| | save network settings as default

OK Cancel Help
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Once IDA knows what host to contact (and on what port), debugging an application remotely behaves exactly the same
way as if you were debugging it locally.
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