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IDA Teams: Collaborative work with IDA

Last updated on May 25,2023 — v8.3

Over recent years, IDA’s ecosystem has seen the addition of a handful of tools that all share a common characteristic:
their goal is to make collaboration on projects easier.

In fact, we too at Hex-Rays have already made a move towards that goal some time ago with the introduction of the
public lumina server.

However, recognizing this is not enough. We are now moving forward with a set of tools that we hope will help teams of
reverse-engineers collaborate on the same (or similar) projects in the most efficient way possible.

1. What is IDA Teams

Roughly speaking, IDA Teams offers a client-server architecture:

+ On the server-side, we will find a new component, the Hex-Rays Vault server.

+ On the client side, we will find that an IDA Teams installation now install a few additional binaries: a pair of clients to
connect to the server

In addition, IDA has gained powerful database "diffing" & "merging" capabilities (described in more detail below.)

1.1. The Hex-Rays Vault server

The server borrows heavily from existing source-code management (i.e. SCM) solutions, and maintains a ledger of
operations performed on files that it hosts: changes, additions, deletions, ...

The server should be made available to all members of a team destined to work on common projects. It comes with its
own installer, and an "admin guide" explaining how to tune the installation & its basic principles.

1.2. The clients
On the client-side, IDA Teams will consist of an IDA installer, to be installed on each user’s computer.
In addition to the regular IDA binaries, that installer will place two clients to connect to the Hex-Rays Vault server:

* hv: a command-line interface client

* hvui: a GUI client

2. Online vs Offline

One of the key differentiators between IDA Teams and the collaboration plugins that have been developed over the years,
is that those plugins will typically use an "event broadcasting" mechanism, to let different running instances of IDA know
what has changed in one of the user’s database, so that other instances of IDA have a chance of applying it locally.

We considered that approach as well, but decided against it eventually, because this would require that all users are
connected at the exact same time in order for changes to be properly replicated in all databases.

Instead, we took one more page from the source code management solutions' book and decided to improve IDA to be
usable as a "diffing" and "merging" tool: IDA is now able to start in special modes, letting users view changes, and resolve
conflicts.

This lets users perform their work locally, and share it with the rest of the team once it is ready.

We see the following benefits to this model:

* the "event broadcasting" mechanism is somewhat brittle: if a copy of an . idb doesn't receive one (or more) events, it
could go out-of-sync

« it lifts the requirement that users must be connected at all times to the server - it's not only about being able to work
on a plane; it's much more general than that: what if a user needs to restart their computer?
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« the server holds a history of changes, attributable to users

3. Example

In this chapter we will present a small, concrete example of a small team consisting of two reverse-engineers (Fred and
Harry), working on a brand new project: analyzing an executable called mystery.exe.

The example below, will assume that Alice first installed the Hex-Rays Vault server on the premises.

NOTE Check out the "admin guide" (bundled with the Hex-Rays Vault installer) for more information!

3.1. Alice lays the foundation for teamwork

In this scenario, Alice wants to get the team ready to hit the ground running, and so she will go ahead and perform an
initial auto-analysis on the mystery.exe file, by opening it in IDA and letting the auto-analysis finish.

Alice will then use hvui to add the resulting . 164 file to the Hex-Rays Vault server.

3.1.1. Making the file available

The first thing Alice will have to do when launching hvui, is to login:

Server | hexvault.acme. com: 65433 e

User name | alice o |

Password | I |

] Use proxy server

Save the credentials
Conc

She will then be presented with the main hvui window:
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File View Actions Search Help

FE|lsFPrpprEOo@ "-BH| B %

2 vautfies B [0 localfes [ B Worklists B 3 Commits B
Mame Marme Last changed Size
< >

« I >
B Log O & x
Server: localhost:z  Client; tester_host (127.0  User: fred Local site: frec  Root directory: C:ftemp/vuitests fscreenshots-misc__primer fworkspace

Page 3 of 17


https://www.hex-rays.com

Copyright (c) 2023 Hex-Rays SA

From the "Local files" widget, she will instruct the Hex-Rays Vault server that the file should be added:

2 vault files B [J Local files (%] = WDrkliJ
Mame Mame
F [ mvsterv.exe.itd
@ Get revision...
£ Scanand commit... Ctrl+5
? Add to vault Ctri+ &
L) Open Ctrl+ O
D" Open the containing folder
[@  File history Ctrl+H
& Find in vault... Ctrl+ Alt+F
£+ Refresh F5
&

Show ignored files

Show in Vault files Ctrl+Tab
Copy Ctrl+C
Copy all Ctrl+Shift+Ins
= Quick filter Ctrl+F
frmyste Maedify filters...
log L& Deletefile.. Del
Hide column
Columns...
server: localhost:z Client: tester_host (127.C User: alice Local site:

..and commit the freshly-created worklist:
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Worklists B8 Commits
Marne Last changed Size
[ 1.. E“CE@E“CE_SitE PN NE T4 1 A4S -I
8% //mystery.exeits & Commit.. Ctrl+5 5.66M
Add new worklist... Ins
=|  Edit worklist... Ctrl+E
o Revert... Ctrl+R
Delete worklist... Del
Diff against the local file Ctrl+D
£ Refresh F5
[E°  Show other users’ worklists
Collapse selected folders Ctrl+Murm+-
Copy Ctrl+C
Copy all Ctrl+5Shift+Ins
Cut Ctrl+X
Cuick filter Ctrl+F
Modify filters...
£ f}r >

3.1.2. Ready to go

At this point, the initial IDA database is available for everyone to work on.

After a brief discussion with Alice, it was decided that Fred would do most of his initial investigation on filesystem-
related functions, while Harry’s focus would be more on the algorithms & data structures.

The very first thing both reversers will need to do, is to retrieve the file from the server (in this case, using the hvui GUI

client).

3.2. Getting work done

The first thing Fred and Harry will do after logging in, is to retrieve the file:
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=

Hide column

Columns...

Mame Mame

Get the latest revision Ctrl+L

E Get revision...

£ Scan and commit... Ctrl+5

@ Checkout for copy... Alt+P

[J Open Ctrl+0

Diff against... Ctrl+Shift+D

[@  File history Ctrl+H

& Find in vault... Ctrl+Alt+F

€3 Refresh F5

T  Show deleted files
Show in Local files Ctrl+Tab
Copy Ctrl+C
Copy all Ctrl+Shift+Ins
Cuick filter Ctrl+F
Madify filters...

..then let the server know they will be working on it
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= — - = LF LrF Lr = - W =
£ vault files B8 [J) Local files x| = Wark]
Mame Mame
E Get revision...
£ Scan and commit... Ctrl+5
[} Checkout for edit Ctrl+E
E Checkout for delete Alt+D
B Checkout for move/rename... Alt+M
@ Checkout for copy... Alt+P
) Open Ctrl+ O
Diff against... Ctrl+Shift+D
[ File history Ctrl+H
& Find in vault... Crl+Alt+F
£+ Refresh F5
T Show deleted files
Show in Local files Ctrl+Tab
Copy Ctrl+C
Copy all Ctrl+5hift+Ins
Quick filter Ctrl+F
Maodify filters...
Hide column
Columns...
Server: localhost:z  Client: tester_host (127.0  User: fred Local site

..and open it in IDA:
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=T = LF [F LF b= - W = L ]
= vaultfiles [ [J) Local files [ =
Mame Mame
E Get revision... fred@fred.
5 //myst
# Scan and commit... Ctrl+5
@ Checkout for copy... Alt+P
o Revert... Ctrl+R
@ Revert if unchanged Ctrl+5Shift+R
[J Open Ctrl+0
Diff against the local file Ctrl+D
Diff against... Ctrl+Shift+D
[@)  File history Ctrl+H
& Find in vault... Ctrl+ Alt+F
€3  Refresh F5
T  Show deleted files
Show in Local files Ctrl+Tab
Copy Ctrl+C
Copy all Ctrl+Shift+Ins
Quick filter Ctrl+F
Maodify filters... es)
Hide column
Columns... it' (wor
Server: localhost:z Client: tester_host (127.0  User: fred Loc
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File Edit Jump Search View Debugger
BH -

Library function [l Regular function [l Instruction

Mg ® B 3 [E-
; I

Lumina

Data

Options  Windows

Unexplored

Help

B Q@ ofighErF~F e X P DO Nodebugger

External symbol [l Lumina function

v % e 6 i B
i v

Functions 0 &8 x DA View-4 £ [B] Hex view-1 [x] Structures [ i Enums x| Imports [ @ Exports ||
Ltext:eeeaeRa140880FAFE -
Function name " .text : BOBOBBOLIBBOFAF® ; =============== S UBROU T I N E
F] _set_fpsr .text:0REEORE1LBABFAFD
[F] _frf .text:000000014000FAFG ; Attributes: bp-based frame fpd=5A8h
? _return Ltext:eeeaeRa140880FAFE
_FindPESection .text:0@eeRRE14000FAFe ; int _ cdecl main(int argc, const char **argv, const char **envp)
|| _IsNonwritableInCurrentimage ctext:eeeeeeel4880FAFe main proc near ; CODE XREF: _ scrt_common_main_seh(w
f| _vdidateImageBase Ltext:RERERE14BERFAFE ; DATA XREF: .pdata:@eeeeee01480619CChH
__GSHandlerCheck_SEH .text:0000000140800FAFE
Lf| local_unwind .text:2eR2e0814000FAFE var_ 6808 = dword ptr -638h
f| _guard_dispatch_icall_nop .text:0epeee2140@0FAFE var_ G678 = dword ptr -678h
_guard_xfg_dispatch_icall_nop Ltext:2RERRREL1LBRBOFAFG var_678 = byte ptr -678h
£ int " __acrt_get_current_directory ctext:2eeeeeR14080FAFE var_B6C = dword ptr -66Ch
z int *_acrt_get_current_director .text:0epepER14080FAFE var_G6E = gword ptr -668h
f|int"_act_get_current_director .text:082E00R14BBOFAFE var_668 = qword ptr -668h
|f] int*_acrt_get_current_director .text:002E0BR14BBOFAFE var_658 = gqword ptr -658h
z int *_acrt_get_current_director: .text:BEEREEE14BBOFAFE Src = qword ptr -658h
£ int " __acrt_get_current_directory .text:000080014000FAFG Size = qword ptr -648h
z int *_acrt_get_current_director .text:@eERBRE14BBOFAFE var_G48 = qword ptr -642h
f| int " _wcstombs_|_helper(char *v Ltext:2eR2eR814R00FAFR Str = gqword ptr -638h
z int *_wertomb_s_|{int * const,che .text:2ep2e0814000FAFE var_63@ = qword ptr -632h
Lf| int *_wertomb_s_l{int * const,chz .text:e00000014000FAFE var_628 = gqword ptr -628h
f|int"_acrt_get_current_director .text:002E00014BB0FAFE var_6208 = qword ptr -628h
z sub_140048D30 .text:22B8BBR14BBBFAFE var_BlB = qword ptr -618h
£ | sub_140043E30 .text:002E00014BB0FAFE var_618 = qword ptr -616h
z sub_140043E50 .text:0eeBBBR14BBBFAFE var_6@s = qword ptr -6@8h
|f| sub_140048ECO .text:2ep2e0214000FAFE var_ 608 = qword ptr -6@8h
| sub_140043F00 .text:oee0e014000FAFE var_5F8 = byte ptr -5F8h
z sub_140048F30 .text:080880814080FAFE Block = qword ptr -5F@h
Lf| sub_140048FF0 W .text:002E00014BB0FAFE var_SE@ = gqword ptr -5E@h
< > O000EEFD 000000014000FAFD: main (Synchronized with Hex View-1) W
Line 1023 of 1023 < >
Output B8 x
[Wegistered plugin test unload ~
Python 3.7.4 (tags/v3.7.4:e89350112e, Jul 8 2819, 20:34:28) [MSC v.1916 64 bit (AMDG4)]
IDAPython 64-bit v7.4.8 final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>
_____________________________________________________________________________________________ W
Python |
AU: idle Down Disk: 10GB

They are now all set, and ready to start analyzing their assigned aspects of the binary.

3.3. Fred reached a milestone

Fred has been doing good work, and is done with a first pass on the filesystem-related functions. He is now ready to
submit his work so far, for others to benefit.

Before doing that, he wants to do a quick check to make sure that the changes he’s done so far, all look good. He'll reach
for hvui, and ask to see a diff of his local file against the server version:

Page 9 of 17


https://www.hex-rays.com

Copyright (c) 2023 Hex-Rays SA

=T = LF [F LF b= - W (= L ]
= vaultfiles [ [J) Local files [ =
Mame Mame
E Get revision... fred@fred.
5 //myst
# Scan and commit... Ctrl+5
@ Checkout for copy... Alt+P
o Revert... Ctrl+R
@ Revert if unchanged Ctrl+5Shift+R
[ Open Ctrl+C
Diff against the local file Ctrl+D
Diff against... Ctrl+Shift+D
[@)  File history Ctrl+H
& Find in vault... Ctrl+ Alt+F
€3  Refresh F5
T  Show deleted files
Show in Local files Ctrl+Tab
Copy Ctrl+C
Copy all Ctrl+Shift+Ins
Quick filter Ctrl+F
Maodify filters... es)
Hide column
Columns... it' (wor
Server: localhost:z Client: tester_host (127.0  User: fred Loc

hvui will run IDA in a special "diff" mode, showing what changes have been performed:
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File Edit Jump Search Windows Help
a0 =h O
w Progress A & x
Step Differences ()
Source file ranges 1]
hd Functions
Registry o hd
Line 76 of 141
“ [fmystery.exe.i64#current |Q C: ftemp/fvuitests /screenshots-misc__primer fworkspace_fred/mystery.exe.ig4
Function name Segment Start 2 Function name Segment oy O
z sub_140005780 Jgext 00000001400 z sub_140005730 Jtext at
L sub_1400054F0 Jdext 00000001400 L sub_140005AF0 Jdext ot
i sub_140005B80 Jgext 00000001400 i sub_140005BB0 Jtext at
i sub_140005BF0 Jgext 00000001400 L sub_140005BF0 Jtext at
L sub_140005C30 Jtext 00000001400 L sub_140005C30 text oi
i sub_140005CCO Jgext 00000001400 L sub_140005CCO Jtext at
; sub_140005D50 Jfext 00000001400 L sub_140005D50 Jfext o0
| sub_140005D70 Jdext 0000000 1400 f| sub_140005070 text at
Iz . |7
; sub_140006040 Jgext 00000001400 L sub_140006040 Jtext at
i std::_Tree_jterator <std::_Tree_val<std::_Tree_simple_types... .text 00000001400 L std::_Tree_jterator <std::_Tree_val<std::_Tree_simple_types... .text o
; sub_140006060 Jdext 00000001400 L sub_140006060 Jdext o0
i sub_140006100 Jgext 00000001400 L sub_140006100 Jtext at
L sub_140006470 Jdext 0000000140C L sub_140006470 Jdext ot
i sub_140006620 Jgext 00000001400 i sub_140006620 Jtext at
i sub_140006650 Jgext 00000001400 L sub_140006650 Jtext at
L sub_1400068A0 Jfext 00000001400 L sub_1400066A0 fext o0
i sub_140006720 Jgext 00000001400 L sub_140006720 Jtext at
L sub_140006740 Jdext 0000000140C \, L sub_140006740 Jfext oy,
i S DT - i T S 3
Line 104 of 1023 Line 104 of 1023
v sub_140003E70 Allw file_lock_utf8 2
start_ea: 148805E78 start_ea: 148885E78
end_ea : 148886830 end_ea : 148886830
Attributes: purged-analysis-cok Attributes: purged-analysis-ok
lvars-size: 68 v lvars-size: 68 v
Output O & x
Caching '//mystery.exe.if4#current:Functions’... ok ~
Caching 'C:/temp/vuitests/screenshots-misc_ primer/workspace_fred/mystery.exe.if4:Functions’... ok
Caching '//mystery.exe.i64#current:Functions’... ok
Caching 'C:/temp/vuitests/screenshots-misc_ primer/workspace fred/mystery.exe.i64:Functions’... ok v
AU: idle Down
Satisfied with those, Fred will then write a small description...
B Worklists 8 £ Commits |
Marne Last changed Size
W |_|!I --lII fred@fred_si‘te iAnnT NC A A A.CA AT 1
W . K
B //mystery.exeisd & Commit. Ctrl+5 5,66
Add new worklist... Ins
Edit worklist... Ctrl+E
o Revert... Ctrl+R
Q Revert if unchanged Ctrl+5Shift+R
Delete worklist... Del
[® Diff against the local file Ctrl+D
£ Refresh F5
=  Show other users' worklists
Collapse selected folders Ctrl+Murm+-
Copy Ctrl+C
Copy all Ctrl+5Shift+Ins
Cut Ctrl+X
Cuick filter Ctrl+F
£ >
PP T T
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Worklist 1

Last changed 2023-05-24 14:54:43
User fred

Site fred_site

Description

bnalyzed most of the file-manipulation functions

Line:1  Column:1

[] Force committing for unchanged files

and commit it to make those changes available to others:

=] Worklists o E Commits B
D Committed User 5
= 2023-05-24 14:55:02 fred f
ER 2023-05-24 14:54:20 alice a
< >

Now that those changes are out of the way, Fred can continue analyzing other parts of the binary.

Note that Harry doesn't need to import those changes right away: he’s currently focused on figuring out

e some data structures.

3.4. Harry has had a breakthrough

While Fred was busy analyzing filesystem-related functions, Harry managed to reverse-engineer some key data
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He has decided to make those available for others to use right away: he believes they will simplify their work.

However, When Harry goes to the "Worklists" widget to commit, he will notice that the client labels the file as outdated
(notice the small, triangular badge as well as the "#1/2" hint):

Worklists B & Commits
Mame Last changed Size
v {1, harry@harry _site { 2023-05-24 145507 1
B mystery.exe.64%1/2 2023-05-24 14:54:35 5.66M
£ >

3.4.1. Importing changes made by others, resolving conflicts

Before Harry can actually commit his changes, it will be necessary to first import the changes that were made in revision
#2 of the file.

TIP

R
Shift+R
L Auto resolve (if no conflicts)...
D U Auto resclve, prefer local...
g Auto resclve, prefer remote...

%‘ Interactive merge Alt+R
Nurmes- ﬂ Use local, discard remote... Ctrl+Alt+L

% Use remote, discard local... Ctrl+Alt+R
C
Shift+Ins
¥

Conflict-resolution algorithms

For the sake of the demonstration, we'll pretend Harry selected the "Interactive merge" option, to have fine-
grained control over what gets picked in the event of a conflict.

There are many other merge modes, and in particular the "batch" modes that, in the event of a conflict, will
automatically pick either the user’s change or the other’s change.
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In practice, "batch" modes will likely be used most of the time.

"Interactive merge" will cause IDA to open in merge mode, showing all conflicting changes. Harry will then be able to pick
which change he prefers, at each conflict.

As it turns out, both Harry and Fred renamed the same function:

File Edit Jump Search Windows
«e=es JE D & MQ

Help

ﬁ Progress

std::_Tree_jterator <std::_Tree_val<std::_Tree_simple_type:
sub_140006060

sub_140006650
sub_1400066A0

Ll e e e e e e e e e e |

O 8 x
Step Conflicts 63
Source file ranges 1]
hd Functions
Registry, i1 v
Line 78 of 143
“ Local |w Common |w Remote
Function name Function name & Function name G
sub_140005780 7] sub_140005780 7] sub_140005780
sub_1400054F0 sub_140005AF0 sub_1400054F0
sub_140005B80 sub_1400058B0 sub_140005B80
sub_1400058F0 sub_140005BF0 sub_1400058F0
sub_140005C30 sub_140005C30 sub_140005C30
sub_140005CCO sub_140005CCO sub_140005CCO
sub_140005050 sub_140005050 sub_140005050
sub_140005D70 sub_140005D70 sub_140005D70
sub_140006040 sub_140006040 sub_140006040

std::_Tree_iterator <std::_Tree_val<std::_Tree_:
sub_140006060

sub_140006100 sub_140006100 sub_140006100
sub_140006470 sub_140006470 sub_140006470
sub_140006620 sub_140006620 sub_140006620

sub_140006650
sub_1400066A0

L Y e e e e e e e e e e

std::_Tree_jterator<std::_Tree_val<std::_Tree_¢
sub_140006060

sub_140006650
sub_1400066A0

Ll Y e e e e e o e e e

sub_140006720 sub_140006720 sub_140006720
sub_140006740 sub_140006740 " sub_140006740 w
AR 5 L 5 i 5
Line 104 of 1023 Line 104 of 1023 Line 104 of 1023
A maybe_file_access v sub_140005E70 Al file_lock_utf8 ~
start_ea: 148805E78 start_ea: 148885E78 start_ea: 1480885E78
end_ea : 14888683D end_ea : 148886830 end_ea : 148886830
Attributes: purged-analysis-cok Attributes: purged-analysis-ok Attributes: purged-analysis-ok
lvars-size: 68 lvars-size: 638 v lvars-size: 63 v
Output o8 x
H e e s OR -
Caching 'Remote:Functions’... ok
Caching 'Local:Functions'... ok
Caching 'Common:Functions'... ok
Caching 'Remote:Functions'... ok hd
LU:  idle Down

Since Harry finds Fred'’s version to be better, he'll pick that change:

=ibd (prmacho.exe) Chtemp
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File Edit Jump Search Windows Help
«o=¢ 0B 0 &MQg

sub_140006060
sub_140006100
sub_140006470
sub_140006620
sub_140006650
sub_1400066A0

Y e o e e e e e ey e

std::_Tree_jterator<std::_Tree_val<std::_Tree_simple_type:

std::_Tree_jterator <std::_Tree_val<std::_Tree_
sub_ 140006060
sub_140006100
sub_ 140008470
sub_140006620
sub_140006650
sub_1400066A0

e e e e e e e o e o e e

w Progress 0 & x
Step Conflicts ()
Source file ranges 1]
hd Functions
Registry i0 hd
Line 78 of 146
w Local |w Common |w Remote
Function name Function name & Function name G
sub_140005780 7] sub_140005780 7] sub_140005780
sub_1400054F0 sub_140005AF0 sub_1400054F0
sub_140005B80 sub_1400058B0 sub_140005B80
sub_140005BF0 sub_1400058F0 sub_140005BF0
sub_140005C30 sub_140005C30 sub_140005C30
sub_140005CCO sub_140005CCO sub_140005CCO
sub_140005D50 sub_140005D50 sub_140005D50
sub_140005D70 sub_140005D70 sub_140005D70
file_lock_utfs sub_140005E70 file_lock_utfs
sub_140006040 sub_140006040 sub_140006040

std::_Tree_jterator<std::_Tree_val<std::_Tree_:
sub_140005060
sub_140006100
sub_140008470
sub_140006620
sub_140006650
sub_1400066A0

L e e e e e e o e e e o e e e e

sub_140006720 sub_140006720 sub_140006720
sub_140006740 sub_140006740 W sub_140006740 w
D [ 5 D 5
Line 104 of 1023 Line 104 of 1023 Line 104 of 1023
A maybe_file_access sub_140005E70 ~ file_lock_utf8 ~
start_ea: 148805E78 start_ea: 148885E78 start_ea: 1480885E78
end_ea : 148886830 end_ea : 148886830 end_ea : 148886830
Attributes: purged-analysis-cok Attributes: purged-analysis-ok Attributes: purged-analysis-ok
lvars-size: 68 lvars-size: 68 v lvars-size: 68 v
Output 0 & x
Caching 'Local:Functions'... ok ~
Caching 'Common:Functions'... ok
Caching 'Remote:Functions’... ok hd
£ >

AU: idle Down

After all conflicts are resolved, IDA can be closed, and we can go back to hvui, which will now show the file as up-to-date:

Bl Worklists [ E| Commits x|
Mame Last changed Size
v {1, harry@harry site : 2023-05-24 14:55:07 1

M=l mystery.exe.ibd#d 2023-05-24 14:55:22 5.68M
< >

Lastly, a quick check to ensure that the data structures are all in a good state for commit:
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File Edit Jump Search Windows Help
a0 = O
w Progress 0 & x
Step Differences ()
Structs a
Type libraries 1]
Local types i1 v
Line 19 of 113
w Jfimystery.exe.ig4#current |w C:ftemp/vuitests screenshots-misc__primer fworkspace_harry/mystery.exe.i64
Ordinal MName Size Sync Description 2 Ordinal Mame Size Sync Descrip
2| 15 _XSAVE_FORMAT 00000200 struct __dedspec(al | 59 __FrameHandler3::TryBlock... struct
= __CT_flags 00000004 Auto enum {CT_IsSimpleT = __TI_flags 00000004 Auto enum {T
| 59 __FrameHandler3::TryBlock... struct 2| 54 __crt_locale_pointers 00000010 Auto struct {s
= __TI_flags 00000004 Auto enum {TI_IsConst = | 68 __crt_mbstring struct
| 54 __crt_locale_pointers 00000010 Auto struct {struct __crt_ | 65 __crt_stdio_output struct
‘D 68 __crt_mbstring struct 2| 67 __ort_strtox struct
‘| 65 __crt_stdio_output struct | 66 __crt_striox::floating_point... struct
2| 67 __crt_striox struct =
D 66 __crt_strtox::floating_point... struct =
| 48 _cpinfo 00000014 Auto struct {UINT MaxCh = _cpinfo 00000014 Auto struct {L
‘D 55 _onexit_table_t 00000018 Auto struct {_PVFV *_firs 2| 55 _onexit_table_t 00000018 Auto struct {_
| 52 _s_ThrowInfo 00000010 struct {unsigned int S| 52 _s_ThrowInfo 00000010 struct {u
‘2| 60 charMode struct ‘2| 60 charMode struct
‘| 57 fenv_t 00000003 Auto struct {unsigned int D] 57 fenv_t 00000003 Auto struct {L
D 69 std::exception struct | 69 std::exception struct
‘D 75 tm 00000024 Auto struct {int tm_sec;in D 75 tm 00000024 Auto struct {ir
| 44 wehar_t 00000002 typedef unsigned __ D] 44 wchar_t 00000002 typedef
=R RUNTIME _FUNCTION 0000000C Auto struct {void *__ptr3 D 3 RUNTIME_FUNCTION 0000000C Auto struct {v
=k UNWIND_INFO_HDR. 00000004 Auto struct {char Ver3_Fl D 4 Ui ] 00000004 Auto struct {c
~ i e, o . _ - i T DI o S
Line 64 of 76 Line 66 of 78
v __string
struct _ cppobj _ string {_ vecter_char agg;}
COPYTO
> _ wector_char
Output B8 x
L By TR ~
Caching 'C:/temp/vuitests/screenshots-misc__primer/workspace_harry/mystery.exe.i64:Local Types'... ok
Impossible to map index 2 to a diffpos_t. Some features (e.g., diffing & merging) will not work.
Caching '//mystery.exe.i64#current:Local Types'... ok
Caching 'C:/temp/vuitests/screenshots-misc_ primer/workspace_harry/mystery.exe.i64:Local Types'... ok v
AU: idle Down

All good, let's commit!

Worklist 1

Last changed 2023-05-24 14:55:07
Lser harry

Site harry_site
Description

std::vector-like one)

program. E.g., @ ex@ls3ee12

hever‘sed std::string-like type (and a companion

Those seem to be used in a lot of places in the

Line:1  Column:1

[ ] Force committing for unchanged files

Cornrmit | | Save

| | Close

..and that work is now available for others as well:
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Worklists a8 = Commits x|
D Committed User 5
IEE 2023-05-24 14:55:37 harry h
= 2023-05-24 14:55:02 fred f
ER 2023-05-24 14:54:20 alice a
< >

3.5. In a nutshell

This is, in a nutshell, the purpose of IDA Teams: to propose robust, collaborative tools for teams of reverse-engineers to

contribute to a project in the most efficient manner. And this is only the beginning!

4. Future plans

In its first release, IDA Teams will focus mostly on the "diffing" and "merging" aspects (the technical challenges to

overcome to make this a possibility, were considerable.)

Later versions of IDA Teams will enjoy even more tools for collaboration (private "lumina” server(s), ...)
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