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HexRaysCodeXplorer - Hex-Rays Decompiler plugin for easier code navigation. Right-click context menu in
the Pseudocode window shows HexRaysCodeXplorer plugin commands:

Edit comment !
Edit block comment  Ins
Mark as decompiled

Copy to assembly

Show casts

Display Graph G
Object Explorer E
REconstruct Type R

Here are the main features of the plugin:

e Automatic type REconstruction for C++ objects. To be able to reconstruct a type using
HexRaysCodeXplorer one needs to select the variable holding pointer to the instance of position
independed code or to an object and by right-button mouse click select from the context menu
«REconstruct Type» option:

B8->free_mem = vl - xul + B2IDIE;
B8->basebl_encode = ul + Bx388 - xuh;
B8->basebl_decode = vh + Bx4CD - =ul;
B8->rdtsc_proc = uvh - =ul + Bx579F;
B8->rnd_process_block = u4 + BxGTA2 - xul;
B8->rnd_fill_buffer 4 - xuh + BRO6ABT;
B8->init_rnd_buffer ul + Bx6ABB - *uk;
B0->Field13 = vl + Bx4B9S - =uk;
BE->md5_init = vl - *uh + BX2A2C;

E Output windaw

Field reference detected -»> @ffset 11217 : char
Field reference detected -> @ffset 11218 : char
Field reference detected -> 8ffset 11219 : char
Field reference detected -»> @ffset 11220 : char
Field reference detected -» @ffset 11221 : char
Field reference detected -» @ffset 11222 : char
struct STRUCTURE_TYPE {

int field @;
int field_1;
int field_2;
int field_3;
int field 4;
int field 5;
int field_6;
int field _7;
int field_8;
int field_9;
int field_10;
int field 11:
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The reconstructed structure is displayed in “Output window”. Detailed information about type
Reconstruction feature is provided in the blog post “Type REconstruction in HexRaysCodeXplorer”.

e C-tree graph visualization — a special tree-like structure representing a decompiled routine in
c_itemt terms. Useful feature for understanding how the decompiler works. The highlighted graph
node corresponds to the current cursor position in the HexRays Pseudocode window:

var.4 at

e Navigation through virtual function calls in HexRays Pseudocode window. After representing C++
objects by C-structures this feature make possible navigation by mouse clicking to the virtual
function calls as structure fields:

v? = uB-rLowestDeuvInStack;
if { v9 )

a2-Yinternal_control_hook_info = {v2->proc_buff_3->hook_routine)(

u9->DriverObject->HajorFunction[ TRP_HJ_INTERHAL_DEUICE_CONTROL],
u2—)prnc_huFF_5—>IrpMjInternalﬁnntrnl_Hnnk,
a,
a,
a2-»save_tramploine_info);
if ( v8->LowestDevInStack->DriverObject->MajorFunction[ IRP_MJ_DEVICE_CONHTROL] == uB->LowestDevInStack->DriverObject->HajorFunction[15] )
a2->devicel_control_hook_info = a?->internal_contrel_hook_info;
else

a2->devicel_control_hook_info = (uv2->proc_buff_3->hook_routine)(

uB->LowestDevinStack->DriverObject->MajorFunction[14],
v2-»proc_buff_5->IrpHjDeviceControl_Hook,

a2-»save_tramploine_info);

e Object Explorer — useful interface for navigation through virtual tables (VTBL) structures. Object
Explorer outputs VTBL information into IDA custom view window. The output window is shown by
choosing «Object Explorer» option in right-button mouse click context menu:
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Object Explorer

@x10256a3@ - @x10256afc: VECTOR_DATA_2_VTABLE method count: 23
@x10256bb® - @x10256bd8: FILE_MAPPING_1_VTABLE method count: 18
@x16256bd8 - @x10256bf0: GLOBAL_EVENT_1_VTABLE method count: 6
@x182679a0 - @x102679T0: PROCESS_HANDLE_VTABLE method count: 28
@x10267a99 - Ox10267acc: THREAD_HANDLE_VTABLE method count: 15
@x18267b08 - @x10267b7c: FILE_VTABLE_® method count: 29
@x10267bc® - @x10267bd8: EVENT_VTABLE method count: 6
@x18267dT0 - @x10267e48: PROCESS_HANDLE_VTABLE_® method count: 28
@x10267e80: EVENTGLOBAL_HZ_VTABLE method count: 16
@x18267eb8: KASPER_EVENT_ENTRY_VTABLE method count: 8
@x10267134: TOKEN_HANDLE_VTABLE  method count: 9
@x108268120: USTRING_REG_PATH_VTABLE method count: 2
©x102681a4: FILE_1_vTable methed count: 31
@x18268298: ENC_2_VTABLE method count: 14
©x102684a8: ZLIB_HLPR_VTABLE method count: 12
@x1826853c: ENC_3_VTABLE method count: 23
8x10268590: SYSTEM_HANDLE_INFO_VTABLE method count: 9
@x102686bc: DICT_1 VTABLE method count: 13
@x10268dd4: MAIN_VECT_3_VTABLE method count: 23
@x10268fe8: CONCOL_HANDLER_VTABLE method count: 26
@x102693c@ - @x102693d0: CMD_EXECUTER_VIPER_VTABLE method count: 4
@x10269498 - @x102694ec: MAIN VECT 1 VTABLE method count: 23




