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1. Purpose
IDA 7.3 introduces the Remote XNU Debugger. It is designed to communicate with the GDB stub
included with popular virtualization tools, namely VMware Fusion (for OSX) and Corellium (for iOS).
The debugger allows you to observe the Darwin kernel as it is running, while at the same time
utilising the full power of IDAÕs analysis capabilities. It works equally well on Mac, Windows, and
Linux.

This writeup is intended to quickly get you familiar with debugger, as well as offer some hints to
make the experience as smooth as possible.

2.  Debugging OSX with VMware

2.1.  Quick Start
To get started with debugging OSX, we will perform a simple experiment. This is the same
experiment outlined in this great writeup by GeoSn0w, but we will be performing the equivalent in
IDA - which we hope youÕll find is much simpler.

Begin with the following setup:

1. create an OSX virtual machine with VMware Fusion. in this example the VM is OSX 10.13.6, but
the experiment should work with any recent OSX version.
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2. open Terminal in the VM and enable some basic XNU debugging options:

$ sudo nvram boot-args ="slide=0 debug=0x100 keepsyms=1"

3. shut down the VM and add the following line to the .vmx file:

debugStub. listen . guest64 = "TRUE"

4. power on the virtual machine, open Terminal, and run this command:

$ uname -v
Darwin Kernel Version 17.7.0 ... root:xnu-4570.71.17~1/RELEASE_X86_64

LetÕs use IDA to modify this version string.

Launch IDA, and when prompted with the window IDA: Quick start, choose Go to start with an
empty database. Then go to menu Debugger>Attach>Remote XNU Debugger and set the following
options:

Click OK, then select <attach to the process started on target> , and wait for IDA to attach. This step
might take a few seconds (later weÕll discuss how to speed things up). Once attached, the target is
usually suspended in machine_idle:

IDA should have printed the message FFFFFF8000200000: process kernel has started, meaning it
successfully detected the kernel image in memory. Now letÕs find the version string. Conveniently,
the string appears in the kernelÕs symbol table, so we can simply use shortcut G and enter the name
_version to jump right to it:
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Use IDAPython to overwrite the bytes at this address:

idaapi . dbg_write_memory( 0xFFFFFF8000AF6A00,  "IDAPRO". encode( 'utf-8' ))

Resume the process and allow the VM to run freely. Go back to Terminal in the VM and run the
same command as before:

$ uname -v
IDAPRO Kernel Version 17.7.0 ... root:xnu-4570.71.17~1/RELEASE_X86_64

The output should look almost the same, except Darwin has been replaced with IDAPRO. So, we
have modified kernel memory without breaking anything! You can continue to explore memory, set
breakpoints, pause and resume the OS as you desire.

2.2.  Using the KDK
If you have installed a Kernel Development Kit from Apple, you can set KDK_PATH in dbg_xnu.cfg to
enable DWARF debugging:

KDK_PATH = "/Library/Developer/KDKs/KDK_10.13.6_17G4015.kdk";

Even if there is no KDK available for your OSX version, you can still utilise the KDK_PATH option in
IDA to speed up debugging. For example, in the experiment above we could have done the
following:

1. make your own KDK directory:

$ mkdir ~/MyKDK

2. copy the kernelcache from your VM:

$ scp user@vm:/System/Library/PrelinkedKernels/prelinkedkernel ~/MyKDK

3. decompress the kernelcache:

$ kextcache -c  ~/MyKDK/prelinkedkernel -uncompressed

4. set KDK_PATH in dbg_xnu.cfg:

KDK_PATH = "~/MyKDK";

Now whenever IDA needs to extract information from the kernel or kexts, it will parse the
kernelcache file on disk instead of parsing the images in memory. This should be noticeably faster.
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2.3.  Debugging a Development Kernel
Our next goal is to use the KDK to create a rich database that can be used to debug XNU in greater
detail. In this example we will debug the development kernel included in the Apple KDK. LetÕs open
this file in IDA:

$ export KDK=/Library/Developer/KDKs/KDK_10.13.6_17G4015.kdk
$ export KERNELS=$KDK/System/Library/Kernels
$ ida64 -okernel .i64 $KERNELS/kernel.development

Wait for IDA to load the DWARF info and complete the autoanalysis. This may take a few minutes,
but we only need to do it once.

While we wait, we can prepare the virtual machine to use the development kernel instead of the
release kernel that is shipped with OSX (Note: System Integrity Protection must now be disabled in
the VM). Open Terminal in the VM and run the following commands:

1. copy the development kernel from the KDK:

$ sudo scp user@host:" \$ KERNELS/kernel.development" /System/Library/Kernels/

2. reconstruct the kernelcache:

$ sudo kextcache -i  /

3. reboot:

$ sudo shutdown -r  now

4. after rebooting, check that the development kernel was properly installed:

$ uname -v
... root:xnu-4570.71.17~1/DEVELOPMENT_X86_64

The VM is now ready for debugging.

Return to IDA and use Debugger>Select debugger to select Remote XNU Debugger. Then open
Debugger>Process options and set the following fields:

Now go to Debugger>Debugger options>Set specific options  and make sure the KDK path field is
set:
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You can ignore the other options for now, and press OK.

2.4.  Assembly-Level Debugging + DWARF
IDA supports source-level debugging for the XNU Kernel. However for demonstration purposes we
will focus on assembly-level debugging, while taking advantage of source-level DWARF information
like local variables. This is a bit more stable, and is still quite useful.

Before attaching the debugger, open Options>Source pathsÉ and un-check the checkbox:

Then click Apply. This will prevent IDA from complaining when it canÕt find a source file.

Finally, select Debugger>Attach to process>attach to the process started on target . After attaching,
jump to function dofileread , and use F2 to set a breakpoint. Resume the debugger and and wait for
the breakpoint to be hit (typically it will be hit right away, if not try simply running a terminal
command in the guest). Once XNU hits our breakpoint, open Debugger>Debugger windows>Locals:

We can now perform detailed instruction-level debugging with the assistance of DWARF. You can
continue to single step, set breakpoints, and inspect or modify local variables just like any other IDA
debugger.
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