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Debugging the XNU Kernel with IDA Pro
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1. Purpose

IDA 7.3 introduces the Remote XNU Debugger. It is designed to communicate with the GDB stub
included with popular virtualization tools, namely VMware Fusion (for OSX) and Corellium (for iOS).
The debugger allows you to observe the Darwin kernel as it is running, while at the same time
utilising the full power of IDAOs analysis capabilities. It works equally well on Mac, Windows, and
Linux.

This writeup is intended to quickly get you familiar with debugger, as well as offer some hints to
make the experience as smooth as possible.

2. Debugging OSX with VMware

2.1. Quick Start

To get started with debugging OSX, we will perform a simple experiment. This is the same
experiment outlined in this great writeup by GeoSnOw, but we will be performing the equivalent in
IDA - which we hope youOll find is much simpler.

Begin with the following setup:

1. create an OSX virtual machine withVVMware Fusion. in this example the VM is OSX 10.13.6, but
the experiment should work with any recent OSX version.
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2. open Terminal in the VM and enable some basic XNU debugging options:

‘ $ sudo nvram boot-args ="slide=0 debug=0x100 keepsyms=1" ‘

3. shut down the VM and add the following line to the .vmx file:

debugStublisten . guest64 = "TRUE"

4. power on the virtual machine, open Terminal, and run this command:

$ uname -v
Darwin Kernel Version 17.7.0 ... root:xnu-4570.71.17~1/RELEASE_X86_64

LetOs use IDA to modify this version string.
Launch IDA, and when prompted with the window IDA: Quick start, choose Go to start with an
empty database. Then go to menu Debugger>Attach>Remote XNU Debuggerand set the following

options:

% Debug application setup: xnu

NOTE: all paths must be valid on the remote computer

Debug options

Hostname localhost B3 port sses |J

Save network settings as default

Help Cancel OK

Click OK, then select<attach to the process started on target>, and wait for IDA to attach. This step
might take a few seconds (later weOll discuss how to speed things up). Once attached, the target is
usually suspended in machine_idle:

IDA View-RIP O ® @ i General registers
__TEXT:_ text:FFFFFF80004D5ED6 db OFFh RAX 0000000000000004 & MEMORY:0000000000000004
vggﬂfv:zﬁfgggg:ggg:gggg; g‘; D;i: ; RBX FFFFFF8000C0B4CO & _ DATA: data:_scdatas
“TEXT: text:FFFFFF80004D5ED9 db 0DOh RCX FFFFFF8000C621F0 W& _ DATA: data:_cpu_itime bins
T TEXT: tex FFFF80004D5EDA db OEBh RDX 0000000000000078 & MEMORY:0000000000000078
__TEXT: _tex FFFF80004D5EDB db 3 RSI 0000000000000002 & MEMORY:0000000000000002
__TEXT: _tex FFFF80004D5EDC db OFBh RDI FFFFFF8000C0B480 W& _ DATA: data:_pal_rtc_nanotime_info
__TEXT:_ text:FFFFFF80004D5EDD db OF4h RBP FFFFFF80986BBF30 W& KERNEL:FFFFFF80986BBF30

R1P} —;gg’—:ﬁ’g;g;;gggg:ggggﬁ i RSP FFFFFF 20 &y KERNEL:FFFFFF80986BBF20
_TEXTf_texthFFFFFBOOMDSEDF :u:hfq R8 FFFFFF800A8C3670 W& KERNEL:FFFFFF800ABC3670
TEXT: text:FFFFFF80004D5SEE0 pop rax R9 000000000096CB3D W& MEMORY:000000000096CB3D
__TEXT: _text:FFFFFF80004D5SEEl test  ah, 2 R10 000000000FCDIBCE &y MEMORY:000000000FCDIBCE

_ © T_TEXT: _text:FFFFFF80004D5EE4 jnz loc_FFFFFF80004D6001 R11 00000000000000FF & MEMORY:00000000000000FF
__TEXT:_ text:FFFFFF80004D5EEA R12 FFFFFF8000E0C370 W& _ DATA: _common:_processor_master+930

O I LN Sy e ::::_””;;x, g:‘?giﬁ:& & i CODE XREF g3 0000000000000000 & MEMORY:0000000000000000
_TEXT:__text:FFFFFF80004D5EF3 and qword ptr [rax+100h], OFFFFFFFFFFFFFFFER R14 000000789EFSF62F - L, MEMORY:000000789EFIE62F
__TEXT: _te: FFFF80004D5EFB call near ptr _do_mfence R15 FFFFFF8000CBD660 & _ DATA: common:_ pset0
__TEXT:__te: FFFF80004D5F00 mov rax, gs:saved_fp RIP FFFFFF80004DSEDE W& _ TEXT: text: machine_idle+20E
__TEXT:__te: FFFF80004D5F09 cmp dword ptr [rax+108h], 0 EFL 00000246

-2 _TEXT: te: FFFF80004D5F10 jz short loc FFFFFF80004D5F17

| __TEXT:__text:FFFFFF80004D5F12 call near ptr _process_pmap_updates % Call Stack

| __TEXT: _text:FFFFFF80004D5F17 all Stac

! TEXT: _text:FFFFFF80004D5F17 loc_FFFFFF80004D5F17: ; CODE XREF .

#% TTTEXT:  text:FFFFFF80004D5F17 mov dword ptr [rbx+14D8h], 5 Address Module Function
__TEXT:__text:FFFFFF80004D5F21 lea rdi, _pal rtc_nanotime_info }; FFFFFF80004D5EDE kernel _machine_idle+20E
__TEXT:__text:FFFFFF80004D5F28 call near ptr __rtc_nanotime_read - -
__TEXT:__text:FFFFFF80004D5F2D mov [rbx+0EB8h], rax Q FFFFFF800039C4F8 kernel _processor_idle+D8
__TEXT: _text:FFFFFF80004D5F34 sub rax, rl4 - _
__TEXT:__text:FFFFFF80004D5F37 inc qword ptr [rbx+0ECOh] £5 FFFFFF800039CACB kernel _idle_thread+1B
__TEXT: _text:FFFFFF80004D5F3E add [rbx+0EA8h], rax e N

TEXT: _text :FFFFFF80004D5F45 cmp cs:_cpu_itime_bins, rax §5 FFFFFF800031D5C5 kernel —call_continuation+15

IDA should have printed the message FFFFFF8000200000: process kernel has started, meaning it
successfully detected the kernel image in memory. Now letOs find the version string. Conveniently,
the string appears in the kernel®s symbol table, so we can simply use shortcu6 and enter the name
_version to jump right to it:
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__TEXT:_ const:FFFFFFB8000AF6A00 _version db 44h ; D

__TEXT: const:FFFFFF8000AF6A01 db 61h ; a
__TEXT:_const:FFFFFFB8000AF6A02 db 72h ; r
__TEXT: const:FFFFFF8000AF6A03 db 77h ; w
__TEXT:_const:FFFFFFB8000AF6A04 db 69h ; i
__TEXT: const:FFFFFF8000AF6A05 db 6Eh ; n
__TEXT: const:FFFFFFB000AF6A06 db 20h

__TEXT: const:FFFFFF8000AF6A07 db 4Bh ; K
__TEXT: const:FFFFFFB8000AF6A08 db 65h ; e
__TEXT: const:FFFFFF8000AF6A09 db 72h ; r
__TEXT: const:FFFFFFB000AF6AOA db 6Eh ; n
__TEXT:_const:FFFFFF8000AF6A0OB db 65h ; e
__TEXT: const:FFFFFF8000AF6AOC db 6Ch ; 1

Use IDAPython to overwrite the bytes at this address:

idaapi . dbg_write_memorfOxFFFFFF8000AF6A0UDAPRO"encodg 'utf-8' ))

Resume the process and allow the VM to run freely. Go back to Terminal in the VM and run the
same command as before:

$ uname -v
IDAPRO Kernel Version 17.7.0 ... root:xnu-4570.71.17~1/RELEASE_X86_64

The output should look almost the same, except Darwin has been replaced with IDAPRQ So, we
have modified kernel memory without breaking anything! You can continue to explore memory, set
breakpoints, pause and resume the OS as you desire.

2.2. Using the KDK

If you have installed a Kernel Development Kitfrom Apple, you can set KDK_PATHin dbg_xnu.cfg to
enable DWARF debugging:

KDK_PATH "/Library/Developer/KDKs/KDK_10.13.6_17G4015.kdk";

Even if there is no KDK available for your OSX version, you can still utilise the KDK_PATH option in
IDA to speed up debugging. For example, in the experiment above we could have done the
following:

1. make your own KDK directory:

$ mkdir ~/MyKDK

2. copy the kernelcache from your VM:

$ scp user@vm:/System/Library/PrelinkedKernels/prelinkedkernel ~/MyKDK

3. decompress the kernelcache:

‘ $ kextcache -c ~/MyKDK/prelinkedkernel -uncompressed ‘

4. set KDK_PATH in dbg_xnu.cfg:

KDK_PATH "~/MyKDK;'

Now whenever IDA needs to extract information from the kernel or kexts, it will parse the
kernelcache file on disk instead of parsing the images in memory. This should be noticeably faster.
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2.3. Debugging a Development Kernel
Our next goal is to use the KDK to create a rich database that can be used to debug XNU in greater

detail. In this example we will debug the development kernel included in the Apple KDK. LetOs open
this file in IDA:

$ export KDK/Library/Developer/KDKs/KDK_10.13.6_17G4015.kdk
$ export KERNEESKDFSystem/Library/Kernels
$ ida64 -okernel .i64 $KERNEIKernel.development

Wait for IDA to load the DWARF info and complete the autoanalysis. This may take a few minutes,
but we only need to do it once.

While we wait, we can prepare the virtual machine to use the development kernel instead of the
release kernel that is shipped with OSX (Note: System Integrity Protection must now be disabled in
the VM). Open Terminal in the VM and run the following commands:

1. copy the development kernel from the KDK:

$ sudo scp user@host:"\$ KERNELS/kernel.development/System/Library/Kernels/
2. reconstruct the kernelcache:

$ sudo kextcache -i /

3. reboot:

$ sudo shutdown -r now
4. after rebooting, check that the development kernel was properly installed:

$ uname -v
... Toot:xnu-4570.71.17~1/DEVELOPMENT_X86_64
The VM is now ready for debugging.

Return to IDA and use Debugger>Select debugger to select Remote XNU Debugger Then open
Debugger>Process options and set the following fields:

[ JON ¥ Debug application setup: xnu

NOTE: all paths must be valid on the remote computer

Application kernel w
Input file kernel w
Parameters E
Hostname localhost E Port 8864 E

Save network settings as default

Help Cancel “

Now go to Debugger>Debugger options>Set specific options and make sure the KDK path field is
set:
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| BON | €% XNU configuration

Max packet size -1 E

Timeout 1000 [~ ]

Kernel min OXFFFFFF8000000000 4

Kernel max OXFFFFFFFFFFFFEFFF [

KDK path /Library/Developer/KDKs/KDK_10.13.6_17G4015.kdk E
UEF| symbols E

KEXT Debugging

Debug UEF! © disabled KDK only all

Current configuration: VMWare-x64
Help Cancel “
You can ignore the other options for now, and press OK.

2.4. Assembly-Level Debugging + DWARF

IDA supports source-level debugging for the XNU Kernel. However for demonstration purposes we
will focus on assembly-level debugging, while taking advantage of source-level DWARF information
like local variables. This is a bit more stable, and is still quite useful.

Before attaching the debugger, openOptions>Source pathsE and un-check the checkbox:

[ JOX ) ® Source paths...

Show this dialog when a source file can't be found

Then click Apply. This will prevent IDA from complaining when it canOt find a source file.

Finally, select Debugger>Attach to process>attach to the process started on target . After attaching,
jump to function dofileread, and useF2 to set a breakpoint. Resume the debugger and and wait for
the breakpoint to be hit (typically it will be hit right away, if not try simply running a terminal
command in the guest). Once XNU hits our breakpoint, openDebugger>Debugger windows>Locals:

We can now perform detailed instruction-level debugging with the assistance of DWARF. You can

continue to single step, set breakpoints, and inspect or modify local variables just like any other IDA
debugger.

Copyright (c) 2020 Hex-Rays SA. All rights reserved. Page 5 of 24



