High level constructs width IDA Pro. o bataRescue 2005

Data and operands available in the disassembly aren't always interpreted in the most suitable
way.: IDA's interactivity allows you to change their type and representation. It even makes high
level languages like constructs possible.

The C program.

To introduce these possibilities, let's analyze a small C program using particular data and
constructions.

#include <stdio.h>
#include <alloc.h>

// our structures

//

// information about our customers

struct customer t { // a typical structure
long id;
char name[32];
char sex; // 'm'ale - 'f'emale

}i

// we sell books
struct book t {

char title[128]; // an ASCII string
}s

// and we sell computer softwares
struct software info t { // a structure containing various bitfields
unsigned int plateform : 2; // 2 bits reserved for the plateform -

// plateforms can be combined (0x03)
#define PC 0x1 // 0x01
#define MAC 0x2 // 0x02
unsigned int os : 3; // 3 bits reserved for the 0S -
// 0S can be combined (0x1C)
#define WINDOWS 0x1 // 0x04
#define DOS 0x2 // 0x08
#define 0OS X 0x4 // 0x10
unsigned int category : 2; // 2 bits reserved for the category -
// categories can't be combined (0x60)
#define DISASSEMBLY 0x1 // 0x20
#define RECOVERY 0x2 // 0x40
#define CRYPTOGRAPHY 0x3 // 0x60

}i

struct software t {
software info t info;
char name[32];

}i
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// generic products we're selling

enum product category t { // an enumerated type
BOOK,
SOFTWARE,
HARDWARE // we actually don't sell hardware

bi

union product u { // an union to contain product information
// depending on its category
book t book;
software t software;
// struct hardware t hardware; // we actually don't sell hardware

}i

struct product t { // a structure containing another structure

long id;
product category t category;
product u e

bi

// our data
[/ ========

// our customers

customer t customers[] = { // an initialized array to memorize our customers
{ 1, "pPeter", 'm' },

{ 2, "John", 'm' },

{ 3’ "Mafy", lfl }’

{0

// our products
book t ida book = { "IDA QuickStart Guide" };

softwares t softwares = // an initialized variable length structure
{
Sy
{
{ { PpC, WINDOWS |DOS, DISASSEMBLY }, "IDA Pro" },
{ { PC|MAC, WINDOWS|OS X, RECOVERY }, "PhotoRescue" },
{ { PC, WINDOWS, CRYPTOGRAPHY }, "aCrypt" }

}
}i

#define PRODUCTS COUNT 4
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// our functions

//

// check software information
int check software(software info t software info)
{
bool valid = true;
if (software info.plateform & PC)
{
if (! (software info.plateform & MAC) && (software info.os & 0OS X))
valid = false; // 0S-X isn't yet available on PC ;)
}
else if (software info.plateform & MAC)
{

if (! (software info.plateform & PC) && ((software info.os & WINDOWS) ||
(software info.os & DOS)))
valid = false; // Windows & DOS aren't available on Mac...
}
else
valid = false;

return valid;

// check product category
int check product (product category t product category)
{

bool valid = true;

if (product category == HARDWARE)
{
valid = false;
printf ("We don't sell hardware for the moment...\n");

}

return valid;

// print customer information
void print customer (customer t *customer)
{
printf ("CUSTOMER %04X: %s (%c)\n", customer->id,
customer->name,
customer->sex) ;

// print book information
void print book (book t *book)
{
printf ("BOOK: %s\n'", book->title);
}
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// print software information
void print software(software t *software)
{
printf ("SOFTWARE: %s:", software->name);
// plateform
// we use 'if', as plateforms can be combined
if (software->info.plateform & PC)
printf (" PC");
if (software->info.plateform & MAC)
printf (" MAC™);
printf (";");
// 0OS
// we use 'if', as os can be combined
if (software->info.os & WINDOWS)
printf (" WINDOWS") ;
if (software->info.os & DOS)
printf (" DOS");
if (software->info.os & 0S X)
printf (" O0S-X");
printf (";");
// category
// we use 'switch', as categories can't be combined
switch (software->info.category)
{
case DISASSEMBLY:
printf (" DISASSEMBLY");
break;
case RECOVERY:
printf (" RECOVERY");
break;
case CRYPTOGRAPHY:
printf (" CRYPTOGRAPHY") ;
break;
}
printf ("\n");
}

// print product information
bool print product (product t *product)
{
if (! check product (product->category))
return false;

printf ("PRODUCT %04X: ", product->id);

switch (product->category) {
case BOOK:
print book (&product->p.book) ;
break;
case SOFTWARE:
print software (&product->p.software);
break;
}

return true;
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// our main program

//

void main ()
{
// print customers listing
printf ("CUSTOMERS:\n") ;
customer t *customer = customers;
while (customer->id != 0)
{
print customer (customer);
customer++;

}

// allocate a small array to store our products in memory

product t *products = (product t*) malloc (PRODUCTS COUNT * sizeof (product t));

// insert our products

products[0].id =1;

products[0].category = BOOK;

products[0] .p.book = ida_book;

products[1].id = 2;

products[l].category = SOFTWARE;

products[1l].p.software = softwares.softs[0]; // we insert softwares from our
// variable length structure

products[2].id = 3;

products[2].category = SOFTWARE;

products[2] .p.software = softwares.softs[1l];

products[3].id = 4;

products[3].category = SOFTWARE;

products[3].p.software = softwares.softs[2];

// verify and print each product
printf ("\nPRODUCTS:\n") ;
for (int i = 0; i < PRODUCTS_ COUNT; i++)
{
// check validity of the product category

if (! check product (products[i].category))
{

printf ("Invalid product !!!\n");

break;

}
// check validity of softwares
if (products[i].category == SOFTWARE)
{
if (! check software(products[i].p.software.info))
{
printf ("Invalid software !!!\n");
break;
}
}
// and print the product
print product (&products[i]);
}

free (products) ;

}
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Running this program gives us the following result:

CUSTOMERS :

CUSTOMER 0001:
CUSTOMER 0002:
CUSTOMER 0003:

PRODUCTS :

PRODUCT 0001:
PRODUCT 0002:
PRODUCT 0003:
PRODUCT 0004:

Peter (m
John (m)
Mary (f)

BOOK: IDA
SOFTWARE :
SOFTWARE :
SOFTWARE :

QuickStart Guide
IDA Pro: PC; WINDOWS DOS; DISASSEMBLY

PhotoRescue: PC MAC; WINDOWS 0S-X; RECOVERY

aCrypt: PC; WINDOWS; CRYPTOGRAPHY

Let's load the compiled binary file in a database to analyze it.
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Fundamental types.

It is easy to associate a fundamental type to data: press 'D' on an undefined byte to cycle through the
db, dw and dd data types.

Bl IDA View-A =10O] x|
data:8848A128 byte_LBA128 db 1 }ﬂ
data:0848A129 du B
data:0048A12B dd 74655006h ||
o I

You can define how IDA cycles through data types through the Setup data types command in the
Options menu. Just tick the data types you want IDA to cycle through. Let's add Float to the data
carousel: pressing D on a data previously defined as dd will convert it to a float.

Setup data types ﬂ

Immediately convert the  Use the following types
current itenm bo; it the data carouszel;

[+ 1Bute
‘whord [+ 2%ard
v 32 Double waord

Double word 1~ 4 Float |

Float [~ 5 Quadmo word
Huadro ward :: % ?E;bele
Double [T BPacked real
Thyte [~ 9 0ctaward [16bytes)
Packed real
Qeta word
aE, Cancel Help

IDA Pro High Level Constructs Tutorial 7



Notice that the size of the data changes according to its type. Here, we pressed 'D' on a defined byte
(to convert it to a word), but since the next byte (db 0) is already defined IDA prompts us for a

confirmation.

H IDA View-a O] x|
data:B64B8A128 byte 4B6A128
data:B884BA129

Please confirm

Directly convert ko data ?

Mo LCancel |

A

This default behavior can be modified through the Convert already defined bytes option in the
Options dialog.

IDA Options

I avigation band colors I Debugger colarz I Browwzer L

v Urhide collapsed tems automatically when jurmping o therm

¥ Lazy jurips

Editar Inntepad.e:-:e

Mavigation band refresh interval [millizecondsz) IEEIEII:I

{ Always convert % Aszk bo convert " Mever corvvert

"Egrwert already defined byte

k. Cancel Help

To undefine already defined data, press the 'U' key.
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Operand formats.

Once the type of the data has been specified, one might want to display it using a particular format.
IDA proposes different commands to change the format. Let's have a look at the more interesting
ones. Please note that all these commands can also be applied to instruction operands.

Through the Number commands found on the Operands toolbar, we switch from one numeric
format to another.

} rumber (default)  Crrl+alk+3 II -

1 Hexadecimal

i DEcimal
Ea Octal
'2 Binary L ah
¥ Floating point 1M

S — 1640
00: Toggle leading zeroes 1188181b

A

We can print leading zeros for numeric values.

x||ot- wf-w SHKm~ g+ s 2wz %A S
W] rumber defaut)  Crriatss |||||| 00 !
e Q

¥ Hexadecimal

'm Decimnal H
¥p Octd — =0 x|
.data:o@ ¥ Binary E b Son : P " -
.data:08 ¥ Foating point b 65h ; e
.data: 8§ b 74h ; t

.data:og Toagle leading zeroes

1 — 3]
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It is also possible to change the sign of an operand and to perform a bitwise negation.

ratn
ATEL
="

- Tt
1Tk
R

” Ll ¥

|2 &

|gt- 8-+ 8 H KOO
[

E DA Yiew-aA
.data:ee48A0BA ; [COLL

SED AREA .datalf PRESS KEYPAD

=10l x|

=

-data:ee4oeA128 dword_ L4OATHE el — O FFFFFh
-data:-8848A12C db not @aFh

-data:-a8ueA12D dbh 65h ; e L
-data:-884uBA12E dbh 74h ; ¢

-data:-884u8A12F dbh 65h ; e -]
Al 2

Finally, if the format you want isn't there, it can be manually defined.

o101 010 1 u_n
ﬂEn“‘cDDDM ER N X|

U-#-w S HK -~

! [

1D, it | " Stings |

ElIDA Yiew-A
-data:a84oa12Cc
- l]EItEI & ﬂﬂllﬂl:” 2“ Manual Dperand
-data:88408A12E
-data:8840n12F
-data:004b0A1308 Enter alternate string for the 1 operand
-data:aghon131

.data:@840A132 Original operand: 50k
.data:8648a133 Operand I
.data:8848a134
.data:8848a13%
.data:88481136 [# Check cperand
.data:e848n137

_data-@B40A138 [T Allow nat matched operand
.data:e848n139
-data:e848a13n
.data: 00400138 Ok Cancel Help

1
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Characters and strings.

Most programs contain strings. To specify that defined data must be displayed as chars, we use the
string command from the Operands toolbar.

o1 lrasl|lemEmx|eT|E B>
gt - IS MK~ flf = 5 % w0
L IDm W] NI

Ei DA Yiew-a

-data:-8848A12E
-data:-8848R138
-data:-8848A134

.data:8848013% db 8 ;
-.data:6884BA136 db a ; |
A 2

There are, of course, lots of different string types. IDA supports most of them, through the Strings
commands. Once you create a string, IDA automatically gives a name to its address. Let's apply this
to some strings found in our C program.

oo = N[ - SH KM~ g

Pl —-<tyle (0 berminated)

= "2 D05 skyle ($ berminated)
""" Pascal style (1 byte length) &w =10l x|
"z" wide pascal (2 byte length) :E g : il
=" Delphi (4 byke length) db 8 :
""" Unicode dh 2 ;
"z" Unicode pascal (2 byte length) db 8 ;
""" Unicode wide pascal (4 byte length : .
.data:g04Bna159 1 1 g vl
il I~
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What if you aren't disassembling a C program? The ASCII string style item from the Options menu.
allows you to change the default string type associated with the 'A' key, or to define special string

formats with unusual termination characters.

ASCII string style

Create a zting now:

D005 ztyle [$ terminated]

Setup default gtring wpe:

Pazcal ztyle [lenath byte]

Wwide pascal [length 2bytes)

Delphi  [length 4butez]

Unicode

IInicode pazcal [2bytesz]

Inicode wide pascal [4byt

Character kerminated

Eirst termination character

Second termination u:haracil];.;n vI

Cancel |

£+ 1 C-ztyle [0 terminated)
2005 style [F terminated)

{~ 3 Pazcal style [length byte)
{4 'wide pascal [length 2bytes)
{~ 5 Delphi  [length dbyptes)
"~ B Unicode

7 Unicode pascal [2bytes)
{8 Unicode wide pazcal [4hyt]
£ 9 Character kerminated

0«0 -

Help
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Arrays.

In C, ASCII strings are represented as arrays of chars. How does IDA deal with arrays?

We begin by defining the first element of the array with the usual commands. In this case, we set
the first element type as byte and set its format as char. Then we press the '*' key or use the Array
command from the Edition toolbar to create the actual array. A dialog box opens, allowing us to
specify various settings.

& En “ Jol Do e . Array size {in elements) e x|
| =4
i Current addrezs  : _data:00404154
D& “‘E““"H Mext defined item at ; .data:004041CS
Mext named item at ;  data:0040471C3 aldalluickstarti

sy element width - 1

.data:a848a152 db A ; kM aximal pozsible zize: 116

3t 3 - AAL AL db e ; Current aray size 1

dh 'J° Suggested amay zize : 116

.data: Wiy HH db o6Fh ; o _

.data:@040A156 db 68h ; h  umbercfelements|ifl§ -
.data:e848a157 db 6Eh ; n ‘ -
.data:@048A158 db @ ; Geseaelia L =1 @
.data:e848A159 db 8 ; Elzment width |.1 vI [-1-none. 0-autal
.data:0848A15A db a ;

.data:8848/15B db a ;

“data: 00ABMED a o 1 Use'dconsiue

.data:@048A15E db @ ; I Signed elements

.data:@048A15F db 8 ; I Display indeses

.data:084Bn160@ db a ; v Create az aray

.data:ae48n161 db 8 ;

.data:o048R162 db a ;

.data:o848a163 db A : QE Cancel Help
1]

IDA suggests an array size, based on the maximum size it can use without undefining existing data.
You can specify the number of elements to put on a line, and Element width allows you to align
items. The Use dup construct option allows to group similar consecutive bytes and the Display
index option displays array indexes as comments.
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For example, if we create an array of 64 elements, with 8 elements on a line, a width of 4 for each
element, without dup constructs, and with index comments, we obtain the following array:

E IDA View-A =10O] x|
.data:0840A153 db o »|
.data:084BA15Y db *J°, ‘o', "h*, 'n°, s . c ;: 8
.data:084BA15Y, db . . . . . . . ; 8
.data:084BA15Y db . . . . . s s ; 16
.data:@840A15Y db . . . . . s s : 24
.data:0840A15Y db 'm', . . . . . . ; 32
.data:0040A15Y db C‘H', *a', 'v', 'y, . . . = no |
.data:-B80848A154 db I, I, I, I, . . . T
.data:084BA15Y db . . . . . . . ; 56
.data:0840A19Y db a: -|
1| | +

When IDA Pro can't represent bytes in the selected type - chars in this case - it highlights them in

red.

It is also possible to select a range: IDA will then propose to create an suitable array.

T || coD DAt e oas s FECEEL Array size Lin elements =
H E ool 0l 1 u_n " }{ OFF 1 { I )
. Curent addresz  : .data:00402154
IDA View | Nest defined item at ; .data:004041C8
Mext named item at ; . data:0040471C8 aldalluickstarti
Artay element width : 1
.data:-a848a151 db a; b aximal pozzible size: 116
.data:0848R152 db 8 ; Current aray size 1
_data:-aaken1s3 . Suggested array size : 5
Mumber of elemert {
Items on a line 1] (O]
Element width -1 * | [-1-none.D-auta)
.data:00408A159 :
.data:0848A15A db A ;
.data:0848A15B db A ; N
_data:0e40A15C db 0 ; Gl ez eersid
.data:0848a15D db 0 ; I Signed elements
.data:08408A15E db 0 ; [T Display indexes
.data:804601SF dh [ [+ Create az amay
.data:08848A160A db A ;
.data:0848A161 db a ;
.data:0848A162 db A ; (] Cancel Help
1]
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Enumerated types.

Remember the product category t type defined in the C program ? Let's try to define it in IDA by
using Enumerations.

First, we open the Enumerations window and create a new enumeration type.

EIDA - C5IDAY Presentations Data' data.idb {data.exe) S

o

File Ermums Enummembers Edit Jump  Search Wiew Debugger  Ophions  Windows  Help

x| A=+ x| asSm| 2

” = E “ il Add enum tpe

=@ e

RENEN Droduct categony

" Hexadecimal
& Decimal
" DOctal
= Ins/De " Binam
: N/CLrl " Character
; U
I T gL
: [~ Signed
7 U L I Bitfield 0 el elvzel, = e & ereabed 23
Add ztandard enum by ehum name |
Add ztandard enum by symbol name |
(]9 Cancel | Help |
4 I
| 1. product_category_t:00000000

We add our enumeration values.

r_:ID.M. - ChIDAPresentations'\Data’ data.idb (data.exe) i ﬁ::;fét?
File Enums Enum members Edit Jump  Search  Yiew Debugger Oplions  Windows  Help
lea= = |[EnEEl = =Sl =+ %||8amn 8

EEe|nn-[laraller]lrs4]lpmne x| &7)|e b x{B)a x|
[ & en|om e E s - = H x||lec- -8 HE~-~ 7| : : el || & 2
I ~]

D& View | "0 Stings En Enums |

4

FFFFFFFF ; N/Ctrl-HN TRy f:dd enum member x|
FFFFFFFF ; U : delete :

FFFFFFFF ; ; or : : set a oo Erum: product_categon t

FFFFFFFF ;

FFFFFFFF ; For bitfields the line [ Name |H.&HDWAHEI j
FFFFFFFF § ——————m—mmm—mmmmm e e — |-
FFFFFFFF Walue |2 =]
FFFFFFFF ; enum product category t

FFFFFFFF BOOK =0

FFFFFFFF SOFTWARE =1 oK Cancel | Help |
FFFFFFFF

IDA Pro High Level Constructs Tutorial 15



In the check product() function, we can format operands using this enumeration. Right click on the
numeric value to get the popup menu, and select Symbolic constant: IDA will list all enumeration
values matching the current numeric value.

B IDA View-A Lo =13l x|
884811CH check_product proc near ; CODE XREF: print product+alp .:j
goLa11co ; main+D8Lp 1
aoup11ca
ae4p11CA arg_A = dword ptr 8
agup11ca
aes@e11ca push ebp
ae4e11c1 mou ebp, esp
ae4811C3 push ebx
a04B11Ch mou b1, 1
ae4B11Ca cmp [ebp+arg_8a],

884 811CA Inz short loc_ 481 ﬂ Symbolic constank HARDWARE
ll 5 10 B : symbuolic constant

Once applied, we get the following result.

B DA View-A ! =10l x|
884811CA check product proc near ; CODE x_:j
gaseiica : main+D
ag4a11ca
A84811CA arg_ A = dword ptr 8
ag4a11ca
aoud11co push ebp
aaas11c1 mou ebp, esp
aa4811Cc3 push ebhx
A84811CY moy bl, 1
A84811CaH cmp [ebp+arg_8], HARDWARE
aaLe11CcA jnz short loc_ 4811D9 |
Kl | I
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Bitfields.

Now, let's try to define the bitfields defined in the software info t structure from our C program.
From IDA's point of view, bitfields are only special enumeration types. We select the Bitfield option
in the enumeration type creation dialog box.

il Add enum type

B d |f checked, a bitfield iz created

Add standard enum by enum name

Add gtandard enum by symbal name

k. Cancel Help |

Remark we have two different types of bitfields in our program. The plateform and os bitfields
contain a mask of combined values (by using the or boolean operator): a product can exist on
several plateforms or OS. On the other hand, the category bitfield contains a number representing
one category: at the same time, a product can only belong to one category! For IDA, a bitfield can
only contain one value in a specified mask. So, to represent the plateform and category bitfields, we
have to create tiny bitfields of one bit for each value, to allow combining those.

Enums

Add bit field definition i x|

FFFFFFFF
FFFFFFFF ; enum product cateqory t
FFFFFFFF BOOK
FFFFFFFF SOFTWYARE
FFFFFFFF HARDWARE 2 Mame |DS_><| j
FFFFFFFF

B0BBBORT  ————— - mmmm - mmm e mm e Walie |0x10 [
608000061 Mask |00 hd
888888681 ; enum software_info_t (bitfield) =
geeaaasi PC 1

ABEAAAG2 MAC
ABEAAARY WINDOWS
gepeaaes DOS

LSS Rs ST Tst]
_| (0] 4 Cancel Help |
4

| 2. sofbware_info_k:0000000&; 00000005

o

a Erur: software_info_t

|
—

For wide fieldz you may specify the mazk name

2
M b agk. namel j
8

| S KN
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Now, we can create the category bitfield, with a mask value of 0x3 (2 bits). We specify a member
name, a member value and the bitfield mask. We can also specify a mask name: this one will not be
used by IDA, it is only intended as a memory helper.

definition x|K
FFFFFFFF SOFTWARE =1 EJ
FFFFFFFF HARDWARE = 2
FFFFFFFF Enurm: software_info_t
g@pgedp1 ; ————— -
gaaaaAf M ame |DIS.&SSEMBLY ﬂ
000080808601 ; enum software_info t (bitfield)
80000001 PC =1 Value [0:20 [
gepeeae2 HMAC = 2 Mask @060 -
AapaRAaRY WINDOWS =4
oBoeeaes DOS =8
geoeee1a 05 X = 18h For wide fiel specify the mazk name
poeBeee1is task nameficategond ~]

(] Catizel Help | ﬂ
4] 3
| 2. software_info_t:00000010: 00000010 v

Once all bitfields are inserted, we get the following definition.

Aeeaeee ! ; —————— -~ 4|
agaaaam

8808088801 ; enum software_info_ T {(bitfield)
agaaaam PC =1

afaaaae? HMAC = 2

ARaaaaRLY WINDOWS =4

6papaRAE DOS =8 —
gogeaeia 05 _X = 18h

B808088868 cateqory = 68h

ARAAaRGA DISASSEMBLY = 28h

AfAAaAG6 A RECOUVERY = 4@h

ARAAaAG A CRYPTOGRAPHY = 68h "l
| o
| 2, software_info_t:00000001:00000001 ,y:
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Use the the Enum member command from the Operands toolbar to apply those bitfield definitions
to our software data.

B En[om g v e = N X[[g- -
I =

1D Visws, | En Enums |

VK i~ ~ J“J: ;:',%E"a‘*“ui”m”.ﬁ&"?&iﬁ
mOAIIN (BN 00

_|o] x|
b 8 ; ;l
I Erurmeration I BF I Carnrient I h A ;
En product_categam b M b B
E " b 3 ;
3 b 8 ;
1] a ;
()4 I Cancel | Help | Search | b g
d ; DATA XREF
Line 2 of 2 y '; :
.data:86840A270 dword_4BAZT70 uu{gc or MAC or WINDOWS or 0S5 X aor HE[:I]UEH;! i
.data:@88480270 s DA : main+88To
.data:op4an27h aPhotorescue db ‘PhotoRescue’ .8
.data:-0840n280 db 14h dup{8)
.data:06840n294 dword_L4BAZ94 dd 45h : DATA XREF: main+aETo
.data:dbB4aA298 afAcrypt db "aCrypt'. @ vI
KN 3]
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Structure types.

Our program contains lots of structures. Let's declare these in IDA, to see how it can improve the
disassembly's readability. First, we must open the Structures window and create a new structure

type.

|BEeN-||FRB[T 744 DBB 27|26 x|p 6 x||@E8e)
@ [ smeg - = N x[[o- 8w § YK - JI||IIJI:I;I%I£; MAEEET Y]
: I

- =10l x|
BO08 ; Ins/Del : create/delel bbb ] fl
faeaR ; DAAF= : create strua
f@gga ; H I rename struc
fogga ; U : delete struc Etructun&na'meIS':'“WE"E-d j
poon ; [G0A0OB18 BYTES. COLLY yoBAS . PRESS KEYPAD "+" TO
paoa ; [APABOBMY BYTES. COLLY "+ TO EXPAHD]
foea ; [688AA8812 BYTES. COLLf I~ Create before current structure EXPAND ]
0006 ; [00000008 BYTES. COLL¥ [~ Don't include in the list EYPAD '+ TD EXPAND]
[~ Create union

Add standard structure |

0 Cancel Help ~|
0 | o
| 4, _EXCEPTION_POINTERS:OOO0Q o

We define our structure members as if we were defining data in a disassembly view. Let's define the
first member of the software_t structure. Press 'D' until we obtain a dd, indicating the value is stored
in a dword.

We specify its format as our previously defined software info t enumeration, and we give it an
appropriate name, info, by using the Rename command.

Vg~ # - sEWK =~ ~ 7

pggd ; ——YPpPH-—— ——""———"""""""""— Y=
gees
Ga6e0 softyd dtruc ; {(sizeof=0x4) :
dd ¢ ; enum software info t

8eea i

gaeLy software_t ends

geey -
] 2
| 5. software_t:0000 &
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We define the second member of our structure by using the usual ASCII command. In this case,
IDA opens a special dialog box asking us the size of the string.

Structures Struct field size ﬂ
. Current offset 0000000004
G086 software_t struc ; {(sizeof=8x24) e o
8808 info dd 2 P Mest defined iterm at : 0:0000FFFF
884 name db 32 dup(?) ;W string{C} fray element width - 1
6024 software_t ends t aximal pozsible size: BRE3
ag24 Current array size : 32
Aray size l | [in elements)
Itemns an a linj0 | [0-max)
dlignment I"I "'I [-1-haone,0-auta)
v Use "dup" construct
[~ Signed elements
[~ Dizplay indexes
ﬂ_l ()8 I Cancel Help
|5, software_t:n0nd
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We can also create a structure type from already defined data. For example, suppose we defined
data in a range with particular types and names precisely representing our customer _t structure. We
can create this structure in IDA from these definitions, by selecting the adequate range and using
the Create struct from data command.

Edit Jump Search Wiew Debugger Options Windows Help

B Copy cneins b [ | 1 ([Tem e FEl=+ x||[22m 2|2 e|
Abork selection Alk+L
Select identifier  Shift+Enker % “"PT“If ﬁﬁ‘“@ g@ )<|Hﬁ|”|§| Ei x‘ EIa XHI ‘
o o | xs-n-vsUuK~~ gl smEun|asFhE
2% 0 o | INEL B (O N W |
ng Skruck wat. .. Alt+G
"z" Skrings *
® Array.., W CEVSVTERE [E) 1DA Yiew-A iz =10] x|
2 Undefine 1] .data:6640A0086 ; [COLLAPSED AREA .datad. PRESS KEYPAD "+ TO EXPI’IHD];I
H Rename M U
Operand bype 4
Commenks 4
Segments * L
» D§1 Skruck war... A+
Functions 4 Force zero offset field  Chrl+2
Patch program L4 Select union member,..  Alk+Y dd 2 v|
Qther f ﬂ

Once we run this command, IDA creates a corresponding structure and opens the Structures
window. To obtain a perfect structure type, we just correct the length of the name member to 32
bytes (as defined in our source code) by pressing the 'A' key, and give the structure a more accurate

name.

What can we do with these structure types ? IDA offers us two possibilities:

«  Apply structure types to initialized data in the program.

- Convert operands as offsets inside structures.

We will present both possibilities in the continuation of this tutorial.
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Structure variables and structure arrays.

Let's define data containing information about one of our customer, John, as a customer_t structure.
We put the cursor on the first byte of the data representing the structure, and use the Struct var
command.

o x NX[[ui- - w SUHKo - o+ s wF[uh][AAFAE
W T F

EREE S
”Iﬁ !

IDA Wigw-A, I H Structuresl

E IDA Yiew-A i =101 x|
.data:0840n128 Peter dd : id ; DATA XREF: main+11To ;[
.data:agaan12g db .

ELE dd

-g:E: —BE'I!IBFHSB gg 2l] E Choose a structure type e

.data: 86400152 db 0 : | Mame [siz= | -]
.data:8848A0153 db a ; ﬂ _EXCEPTION_POINTERS s

.data:0640A15, db 4Ah 5 0 L e t 0024

.data:a848n155 db 6&Fh ; o r:u:-'-:h‘:rrn=.rr on2ae

.data:9848A150 db 68h ; h —— — x =
.data:a84on157 db 6Eh ; n

-data:@B40A158 db 8 ; QK I Cancel Help Search |
.data:a848A159 db a ;

.data:9848A15Aa db a ; -

.data:0e40A158 db 0 ; Line 6 of & 4
.data:agasn1sc dhb A ; -
1| 3

We obtain a new structure variable. Notice how IDA displays structure member names as
comments.

E 10A view-a -0 x|
80480128 Peter dd 1 ;: id ; DATA XREF: main+11to e
0a48A128 db 'Peter',®,8,0,06,08,0,8,08,0,0,08,08,8,0,08,0,0,0,08,0,0,08,8,0,8,08,0: nane
afuBA128 dd 'm" ; SeX

ag4eA1-a dd 2 ; id

agyeA1-a db 'John',9,08,8,0,8,0,06,0,6,0,0,0,6,0,0,0,0,0,0,0,0,0,0,0,0,0,0,08; name
agyeA1-a dd 'm’ ; Sex v|
Kl — 0
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By looking at our source code, we know customers is an array containing 4 elements. We also
previously defined Peter and John as customer _t structures. Let's undefine the John structure, and
create our customers array, by pressing the '*' key on the Pefer structure. IDA opens the array
settings dialog box and detects that the maximum array we can create contains a maximum of 4
elements.

” ﬂ En|” o o cﬁ1 e o N§OX H R BRI " Bl 1 Array size (in elements) x|
ol N N
“I = J j- | | l.jl Current address  © .data:004047128
D Vigw-A, | Nest defined item at : .data 004041 C3
Mext named item at : .data:0040471C8 aldaQuickstartG
E1Da view-a Aoy et i - AT
.data:0048A128 Peter dd 1 :
.data:@80u08A128 db 'Peter’,8,0,8,0,8,8,8, UITTeie =g e -
.data: 00400128 dd 'm’ : spy  -uggested aray size: 4
.data: 848158 db 2 ; e Elemen@—;,
.data:@0u0A151 db g ; &
.data:@8uBA152 db 8 i I—_[,
.data:eeuea153 db 8 ; fems enaline |0 (0-max]
.data:aeuBA15h db  haah ; J Element width |-1 vI [-1-none, D-auta)
.data:@8408A155 db 6Fh ; o
.data:@0uBA156 db 68h ; h
.data:@aeuen1s7? db 6Eh ; n S
.data:B8646A158 db 0 ; E ;';ij”eplersz:f:”d
.data:@8408A159 db g ; sl
.data:8848R15A db 8 ; I™ Display indexes
.data:Ba0u8n158 db B ; ¥ Create as array
.data:B88u8a15c db o ;
.data:8848A15D db g ;
(0] 8 Cancel Help
1]
Let's create the array, and rename it properly.
E 1pa Yiew-a j ; -0l x|
.data:0048A128 customers dd 1 : id ; DATA XREF: main+11tTo :J
.data:0048A128 db "Peter*,8,8,08,8,.8,0,08,8,0,0,8,8,0,0,08,0,0,48,8
.data:0048A128 dd "'m* s 5BX
.data:8646n128 dd 2 ; id
.data:@848a128 db *John',8,0,08,8,0,8,08,0,0,08,08,0,08,0,0,0,0,0,0,
.data:884Bn128 dd 'm" ; Sex
.data:f048A 128 dd 3 ; id
.data:f0408A 128 db °"HMary',@6,8,0,0,8,0,0,8,0,0,08,0,0,0,0,08,0,0,8,
.data:0048A128 dd "f° ; 5BX .
.data:0048A128 dd @ ; id
.data:0048A128 db 4,8,8,8,8,8,8,68,8,0,8,8,0,08,8,8,0,0,08,0,0,08,08
.data:8646n128 db @ > name
-.data:8048A128 dd [§ ; Sex - |
1] | 2

IDA Pro High Level Constructs Tutorial 24



Union types and structures within structures.

IDA allows you to define unions as easily as you define classical structures.

Let's try to define the product u union. We suppose the book t and sofiware t structures are
already defined. For IDA, unions are special structures: so we open the Structures window and click
on the Add struct type command. In this dialog box, we select the Create union option.

BEe|Ny || Frr|eT| s 44
Boen|[osmom e N X|[92- 8- 8
| =]

[0 Wis-f, H_ Structuresl

—_—

e = =
Flll = 5 & ¥

| structures |
epea id dd ? . |

Struct -
8804 name db 32 dup(?) atruacture namelprnduct_u J
aBezZ4y sex dd ?
6628 customer_t ends
ap2g [T Create befare cument struchure
ég@9 ; --------—-——— - —————————- Dot jnelude in the list
5 15T
B000 softwares t struc ; (sizeof:
A088 count dd ¢
a0dL softs software_t @ dup(® &dd standard structure |
ggeL softwares_t ends
15151 =

0k, Cancel | Help |
|

1 [l
| 7. softwares_E:0004 -
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We can create union members by using all regular data definition commands. In our case, we define
a book member of book_t type, and a software member of software_t type.

| &, sof

Structures ;|g|5|
) 5 e -]
i1e] 1)

G668 book_t struc ; {sizeoF=8x80)

faee title db 128 dup({?) ; string(C)

Bog0 book_t ends

6680

ép@p ; -------------- - - - - - " - """\ "\"\—\—"\—"\—\—\—«(—«(—~\—"(—(—(—(—(—————————

i15] 5]

B0 software_t struc ; (sizeof=8x24)

B0 info dd ? ; enum software info_t

G064 name db 32 dup{?) ; string(C)

8624 software_t ends

ap2y

D R e e e L e e e e =

i15] 5]

i1 5] pruduct_u; {sizeof=8x80)

6886 book nook_t %

G660 software software t 7

86608 product_u ends |

K1 0
v

bware_E:0024

It is also possible to nest structures within structures. In fact, we just did it to create our union
members in the previous example. Remember: IDA considers unions are nothing more than special
structures.

Simply put your mouse over a member's structure name to see how its associated structure type is
declared.

structures -0 x|
G006 product_u union ; (sizeof=0x80) -
g888 book book_t %
g888 software software_t 7
§888 product_u ends
gaen [S15]5E) T T e L e o e g N e B s D R E M
nﬂﬂﬂ ; _______________ ﬂﬂﬂu
ooan 8888 software_t struc ; (sizeof=8x24)

868688 info dd ? ; enum software_info_t

‘l | AdA4 name db 32 dup(?) ; string(C)
|9.mnmmtuﬂﬂnl gggﬁ software_t ends
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Variable size structure types.

Now, let's have a look at the softwares t structure. The length of the softs field of this structure is
not specified. To create such structures in a disassembly, we must create a special kind of structure
called a variable sized structure. Such structures are created just as a normal structure: the only
difference is that the last member of the structure should be declared as an array with 0 elements.

” ﬂ 2 ” S BT ﬁ1 - = N X ” - Struct field size

I = | INlm| [/ M| - ﬂ%

. e Current offset  : 0:00000004
oaviews B | Mest defined item at : 0:0000FFFF -
il Arrap element width © 26 5'

b amimnal pozsible size: 1820 ;l
Current array size 1

8088 customer_t struc ; (sizeof=8x28) Array zize ~| fin elements]

geen id dd ¢ :

0064 name db 32 dup(?) ; string(c)  ltemsenalin0 v (0-max]

AB2hL4 sex dd ? ; char Aligrmert |1 -

0628 customer_t ends = Pz, Ll

aazg

pEBB : -

[ ]sT515) v Usze "dup" conztruct =

0000 softwares_t struc ; {(sizeof=8x28) [~ Signed elements

@88 count dd ? I_ Dizplay indexes

8884 softs software_t ?

0828 softwares_t ends

o628 ]9 Cancel Help | I

4 | | 3

| 7. sofbwares_f0004 a

Since the structure size can't be calculated by IDA, we specify the desired structure size by selecting
an area.

E IDA Yiew-A o) x|
.data:0840R247 db 8 ; Choose a structure bype p =101 x| ;I
I ame Size | ;I
ﬂ _STARTUPINFOA o044
B _cpinia ooz
H _EXCEPTION_POINTERS onos
ﬂ sofbware_t 0024
ﬂ cLztomer_t 0oza
&0 ono4
bl || S
k. I Cancel Help Search
.data:e840n2E8 aWeDonTSellHard db "We don' .2 |LinE Fof7? v -
4| »
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Notice how IDA applies all type information and add member names as comments.

B DA Yiew-a

coftwares dd
dd
db
dd

3 : count ; DATA XREF: main+62To

PC or WINDOWS or DOS or DISASSEMBLY; softs.info

*‘ibn Pro°,8,0,0,98,08,0,0,0,98,0,90,0,0,0,0,9,0,0,0,0,0,9,0,0,8; softs.name
PC or HAC or WIHDOWS or 0S_X or RECOUERY; softs.info

=13l x|

db ‘PhotoRescue’,8,8,0,8,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,08; softs_name l—
dd PC or WINDOWS or CRYPTOGRAPHY; softs.info
db ‘acrypt,@,6,8,0,0,0,6,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,08,0; softs.name -
Kl | D
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Structure offsets.

Now that we know how to declare the unions and structures we need, let's have a look at how we
can transform numeric operands to offsets inside those structures.

In the print customer() function, we know that the only argument is a pointer to a customer t
structure. The EAX register is initialized with the value of this pointer: it points to a customer t
structure. Therefore, we deduce that all operands of the form [EAX+...] represent in fact offsets in

the customer _t structure.

E DA Yiew-A

text:004611EB ; void _ cdecl
text:084611EB print_customer
-text:684811EB

fext:004811ED customer = duwo
text:664811ED

-text:804011EQ push
ftext:a04811E1 mou
text:004811E3 mov
text:004811EL mousx
-text:004811EA push
text:004811EB lea
text:8684811EE push
-text:8084811EF push
-text:8684811F1 push
fext:o0a811Fb call
text:004611FE add
-text:A04811FE pop
text:004811FF retn

-text:0884611FF print_customer

=10l x|
print_customer {customer t =customer) :J
proc near ; CODE RREF: main+19lp |
rd ptr 8

ebp

ehp, esp

eax, [ebp+custgmg

edx, byte ptyr Jeax+2uh]
edx

ecX, N[eax+y

BCX

dword ptr
offset alC gmer BaxSC ; format

_printf
esp, 18h
ebp

endp

<

To format each operand as a structure offset
offsets.

, we right click on it: IDA suggests all possible structure

B DA view-a =101 x|
-text:804811E8 ; void _ cdecl print_customer{customer_t =*customer} ;|
.text:004011E0 print_customer proc near ; CODE XREF: main+19}1p —
-text:a64611E8

.text:884011E8 customer = dword ptr &8

-text:0046811E8

.text:004011E8 push ebp

.text:a84011E1 mov ebp, esp

text:004811E3 moy eax, [ebp+customer]

text:004011ES mous® edx, byte ptr [eax+Phh1

-text:@6a4811ER push edx | Skructure ofFet OFf byte ptr [eax+_STARTUPINFOA. dwh
-text:004611EB lea ecx, [eax+h] M symbolic constant L | byte plr [eax+customer_t.sex
-text:0040811EE push ecx -

text:afup11EF push dword ptr [eax] tm byte ptr [eax+36] H

.text:884811F1 push offset aCustomer B4x! 3

.text:084611F6 call _printf t“b“ep”[emﬁ44ﬂ

.text:004011FB add esp, 16h 2 byte pir [eax+100100b] B

-text:88u811FE pop  ebp x" byte ptr [eax+'¢] R

-text:004811FF retn F Manual... Alb+F1

-text:804011FF print_customer endp £ Edit Functian, .. kP -
4 =1 Hire - (PAME LMY D
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Once we have applied this command to each offset, the disassembly becomes more understandable.

B IDA Yiew-A o =gl x|
-text:8084011EQ ; void _ cdecl print_customer{customer_t =customer)} _J
-text:004811ED print_cu5tumer proc near ; CODE RREF: main+19lp
-text:904011EQ

-text:004011EA customer = dword ptr 8

-text:aa4811EQ

text:8046811EBQ push ebp

-text:884811E1 mou ebp, esp

-text:004611E3 mou eax, [ebp+customer]

-text:004811E6 mousx ed®, byte pty [eax+customer_t.sex]
-text:A04811ER push edx

-text:0040811EB 1lea ecx, [eax+customer_t.name]
-text:A04811EE push ecx

text:A04811EF push [eax+customer t.id]

ftext:a04811F1 push offset aCustomer@4x5C ; format
-text:B804811Fo6 call printf

-text:B004611FB add esp, 16h

-text:804811FE pop ebp

-text:004811FF retn

text:884811FF print_customer endp ~|
1 | i

The print_software() function is another example of this: the EBX register is initialized with the
value of a pointer to a software t structure. Remark this EBX register is used throughout the
function to access this structure. Fear not, in a single operation IDA can change all the offsets in a
selection: click on the Offset (struct) command in the Operands toolbar.

[Ben [ogg -« NX||oef- 8- SUHKm=~gl]: s % |Wh|AAFAE
”I jm‘_.ﬂ:: OFfset (data seqrent’) 0 |_I_|_|_|_._I_I_—j

DA Views, I OFF Offset (current segment)  Chrl+0
OFf OFfset by {any segment)...  Alt+R

B OFFset (user deﬁned) Chrl+R i -10] x|
-text:88481218 ; void _ cdecl 33' oftuware} ;[
-text:88481218 print_ software proc near 5 : print_product+ililp =
text: 00481218

-text:084091218 software = dword ptr 8

text:004081218

.text:08401218 push ebp

.text:08481219 mow ebp, esp

text:g8481218 push ebx

-text:go48121C push esi

.text:06848121D mow ebx, [ebp+softuare]

ftext-aganizza may esi, offset aleDonTSellHardwareForThe ; “We don't sell hardware
.text:08481225 lea eax, [ebx+i]

text: 084891228 push eax

-text:084091229 lea edx, [esi+4Ch]

text:-agagi22c push edx ; Format

text:a848122D call printf

.text:088481232 add esp, 8

text: 08481235 moy cl, [ebx] v|
KN ol
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The Structure offsets dialog box opens. Let's select the EBX register in the list of available registers.
The tree view on the left of the dialog box shows all structures defined in IDA. The list on the right
shows all operands related to EBX. If we select a structure in the tree view, IDA formats the
selected operands as offsets into this structure. Different symbols help to determine if all selected
operands match existing offsets for the selected structure. In our case, the software t structure
seems to match all our operands.

B DA View-4 E o [m] 53
+ e
E:Structure offsets -0 =l j
Reqigter : Offzet delta:  Option
Iu_jl ¥ Hide sub structures without sub unions v Force zero offset fisld
Structures and Unians Offzets
i @ cuztaner_t ;I Operand | ‘s-"alue| Mame LI
ER [ebx] O W software_tinfa
x% proﬂduct_t t [ebx] O Y software_tinfo J
softwmares :
= v b 0 ft L.inf
.text:084012FC % [B] book_t M bl hefllsoiins ok
t . [ebx] 0 W software_tinfo
.text:084812FD 7 [ product_u
_text:@a4812FE - hl [ebu+d] 4 Y software_t name _lll
.text:ABAB12FF K C < | B
.text:08401300
-text:004013080 print_ ok I Cancel Help
.text:08401308 |
-
KN 0

Once applied, we obtain the following result:

E DA View-aA ; o ] |
-text:98481218 ; void _ cdecl print_software{software_t =software} |~
-text:88481218 print_software proc near ; CODE XREF: print_product+illp —
-text: 00491218

text:08481218 software = dword ptr =8

-text: 00491218

text:00401218 push ebp

-text:00481219 mou ebp, esp

text:0040121B push ebx

-text:8848121C push esi

text:0048121D mov ebx, [ebp+software]

.text:88481228 mov esi, offset aWeDonTSellHardwareForThe ; “We don't sell hardware
text:00481225 lea eax, [ebx+software_t.name]

text:08481228 push eax

text:00481229 lea edx, [esi+4Ch]

textoaaad1z2e push edx ; Format

-text:0040122D call printf

ftextoaaua123z add esp, 8

-text:004081235 mou cl, byte ptr [ebx+software t.info] v|
KIN o
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Union offsets.

The print_product() uses the EBX register to point to a product t structure. At the end of this
function, depending on the product category, we call the adequate function to print product
information.

But the structure offset will have a different representation if it represents an offset in the first
member of the product u union or an offset in the second member of this union! To choose the
adequate member, use the Select union member from the Edit struct menu. In the dialog, we select
the desired union member.

E 1DA Yiew-A -0l x|
-text:868481338 case bo ; CODE NHE;l
-text:80481338 ebx, product_t.p ==

text: s . <
PP | Choose union representation : - 10| x|
text; | Operand representation |

'Eexz : ﬂ product_t.p.boak:. title

-CEXEL: .

rext ﬂ_ product_t.p.software. info

text:

-text:

-text: ak Carcel Help Search |
-text:

tex

t:|Liru31|:|F2 ,gﬂ
4II 4

And here is the result.

B DA View-A =10l x|
text:80481338 case book: ; CODE XREF: print_ product |«
-text:B068481238 add ebx, product t.p.book.title

-text:004613238 push ehx ; book

-text:060461323C call print_book

-text:Ao4e1311 pop eCx

-text:A04081342 jmp Short default v|
£l I
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The Structure offsets dialog shows how choosing an union member affects the offset representation.
If we select an area and open this dialog, we remark that union types are preceded by a 7 symbol.

-text:
text: Renizter :

E:Sl:rucl:ure offsets

=1

Offzet delta: [~ Option

text: I
text:
text:

=~

Structures and Uniong

[v Hide sub stuctures without sub unions v Eorce zero offset field

|n

Offzetz

text:
text:
text:
text:
-text:
-text:

Qperand | W alue
M & &

| blame |
6prnduct_t.p

-text:
-text:

OF. Cancel | Help

-text:80401348
-text:a040134D

call print_software
pop ecx

x|

Kl

2

If we expand the adequate branch of the tree, we can choose the union member that represents
operand offsets. Once a union member is selected (software in our case), IDA shows by a green
symbol that the offset matches a record in this union member.

- plx
Structure offsets —|00) =

Ltext: i =101 &
~text: Regizter : Offzet delta: [~ Option L
-text: - | v Hide sub structures without sub unions v Force zero offset field
.text: I -J w = =
-text: Stuctures and Unians Offzets

'EE:E: El? [ product_t ;I Dperand | Walue | _blams |
:text; E‘"@ g 8 W product_t.p.software.info

-text:

.text: | [“ : hd

- |4 »

SUIBEIES oftware software t 7

text: =

text - O e e e e e b
ALLLE ge0o

80888 software t struc ; (sizeof=8x2L4}
8888 info dd ? ; enum software info t
= J .

ocomei SR @) st

text:0848134D POP T A

| -

Rl

4

Finally, make full use of hints in the tree view to see structure type declarations, as in the previous

screenshot.
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Address offsets.

IDA can also represents operands as offsets in the disassembled program. In the following example,
the orange color indicates a possible valid reference.

B 1Da view-A =gl =l
-text:a848121B push ebx -
-text:ge48121C push esi

text:aa4a121D mou ebx, [ebp+software]

text-aaLua122a mou esi, 48AZB8h vI
| 2

Use the Offset button from the Operands toolbar to convert this operand to an offset.

[ oen|[ememg - = N X|[@ #- SHKm=~ 7| 55 2||uwn||s
I B N (N
] DA View-# |

E DA view-a -0l x|
-text:ae4a121B push ebx -
-text:@8848121C push esi

-text:@aaua121D mou ebx, [ebp+softulae]

text-aaLua122a mou esi, offset aWeDonTSellHardwareForThe ; “UWe don't vI
KN [
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The final disassembly.

To end this tutorial, we propose our final interactively disassembled code.

customer t struc ; (sizeof=0x28)
id dd ?

name db 32 dup(?) ; string(C)
sex dd ? ; char

customer t ends

softwares t struc ; (sizeof=0x4, variable size)
count dd *?

softs software t 0 dup(?)

softwares t ends

book t struc ; (sizeof=0x80)
title db 128 dup(?) ; string(C)
book t ends

software t struc ; (sizeof=0x24)
info dd ? ; enum software info t
name db 32 dup(?) ; string(C)

software t ends

product u union ; (sizeof=0x80)
book book t ?

software software t ?
product u ends

product t struc ; (sizeof=0x88)
id dd ?
category dd ? ; enum product category t

p product u ?
product t ends

; enum product category t
BOOK = 0

SOFTWARE =
HARDWARE = 2

I
—

; enum software info t (bitfield)
PC = 1

MAC = 2

WINDOWS = 4

DOS = 8

0S X = 10h

category = 60h

DISASSEMBLY = 20h

RECOVERY = 40h

CRYPTOGRAPHY = 60h
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P Copyright (c)
! Licensed to: E

; File Name

This file is generated by The Interactive Disassembler
2005 by DataRescue sa/nv,

(IDA)
<ida@datarescue.com>
ric <eric@datarescue.be>

C:\IDA\Presentations\Data\data.exe

; Format Portable executable for IBM PC (PE)
; Section 1. (virtual address 00001000)
; Virtual size : 00009000 ( 36864.)
; Section size in file : 00008EOO ( 36352.)
; Offset to raw data for section: 00000600
; Flags 60000020: Text Executable Readable
; Alignment 16 bytes ?
unicode macro page,string, zero
irpc c,<string>
db '&c', page
endm
ifnb <zero>
dw zero
endif
endm
.686p
.mmx
.model flat
; Segment type: Pure code
; Segment permissions: Read/Execute
_text segment para public 'CODE' use32
assume cs: text
;org 401000h
; [COLLAPSED AREA .textl. PRESS KEYPAD "+" TO EXPAND]
Poddidiaiiiiiiiir SUBROUTINE ittt ittt
; Attributes: bp-based frame
; int  cdecl check software(software info t software info)
check software proc near ; CODE XREF: main+108p

software info= byte ptr 8

push ebp

mov ebp, esp

mov al, 1

mov dl, [ebpt+software info]
and edx, PC or MAC

test dl, PC

jz short not PC

mov cl, [ebp+software info]
and ecx, PC or MAC

test c¢l, MAC

jnz short end
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mov dl, [ebptsoftware info]
shr edx, 2
and edx, (WINDOWS or DOS or 0OS X) >> 2
test dl, 0S X >> 2
jz short end
Xor eax, eax
Jjmp short end
not PC ; CODE XREF: check software+E]
mov cl, [ebptsoftware info]
and ecx, PC or MAC
test c¢l, MAC
jz short not MAC
mov dl, [ebptsoftware info]
and edx, PC or MAC
test dl, PC
jnz short end
mov cl, [ebpt+software info]
shr ecx, 2
and ecx, (WINDOWS or DOS or 0S X) >> 2
test «cl, WINDOWS >> 2
jnz short not windows
mov dl, [ebpt+software info]
shr edx, 2
and edx, (WINDOWS or DOS or OS X) >> 2
test dl, DOS >> 2
jz short end
not windows: ; CODE XREF: check software+4F]
xXor eax, eax
Jmp short end
not MAC ; CODE XREF: check software+36]
Xor eax, eax
end: ; CODE XREF: check software+19j check software+27j
XOr edx, edx
mov dl, al
mov eax, edx
pop ebp
retn

check software endp
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odidtiiiidiiiiiiir SUBROUTINE fidiidb ittt
; Attributes: bp-based frame

; int  cdecl check product (product category t product category)
check product proc near ; CODE XREF: print product+Ap main+D8p

product category= dword ptr 8

push ebp

mov ebp, esp

push ebx

mov bl, 1

cmp [ebptproduct category], HARDWARE
jnz short not hardware

XOr ebx, ebx

push offset aWeDonTSellHardwareForThe ; format
call printf
pop ecx

not hardware: ; CODE XREF: check product+Aj
XOor eax, eax
mov al, bl
pop ebx
pop ebp
retn

check product endp

odidtiiiitiiiiiir SUBROUTINE [idiidb ittt ittt
; Attributes: bp-based frame

; void _ cdecl print customer (customer t *customer)
print customer proc near ; CODE XREF: main+19p

customer= dword ptr 8

push ebp

mov ebp, esp

mov eax, [ebptcustomer]

movsx edx, byte ptr [eax+tcustomer t.sex]
push edx

lea ecx, [eaxt+customer t.name]

push ecx
push [eax+customer t.id]
push offset aCustomer04xSC ; format
call printf
add esp, 10h
pop  ebp
retn
print customer endp
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odidtiiiidiiiiiiir SUBROUTINE fidiidi ittt
; Attributes: bp-based frame

; void  cdecl print book(book t *book)
print book proc near ; CODE XREF: print product+38p

book= dword ptr 8

push ebp
mov ebp, esp
push [ebptbook]
push offset aBookS ; format
call printf
add esp, 8
pop ebp
retn
print book endp

Fodiiidiiidiiiiir SUBROUTINE [iiidiiid ittt
; Attributes: bp-based frame

; void _ cdecl print software(software t *software)
print software proc near ; CODE XREF: print product+44p

software= dword ptr 8

push ebp
mov ebp, esp
push ebx

push esi

mov ebx, [ebptsoftware]

mov esi, offset aWeDonTSellHardwareForThe ; "We don't sell hardware for the
moment.."...

lea eax, [ebxt+software t.name]

push eax

lea edx, (aSoftwareS - aWeDonTSellHardwareForThe) [esi] ; "We don't sell
hardware for the moment.."...
push edx ; format

call printf add esp, 8

mov cl, byte ptr [ebx+software t.info]
and ecx, PC or MAC
test cl, PC

jz short not pc

lea eax, (aPc - aWeDonTSellHardwareForThe) [esi] ; "We don't sell hardware
for the moment.."...

push eax ; format

call printf
pop ecx
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not pc:

mov dl, byte ptr [ebx+software t.info]

and edx, PC or MAC

test dl, MAC

jz short not mac

lea ecx, (aMac - aWeDonTSellHardwareForThe) [esi] ; "We don't sell hardware
for the moment.."...

push ecx ; format

call printf

pop ecx
not mac: ; "We don't sell hardware for the moment.."...

lea eax, (asc_40A31B - aWeDonTSellHardwareForThe) [esi]

push eax ; format

call printf

pop ecx

mov dl, byte ptr [ebx+software t.info]

shr edx, 2

and edx, (WINDOWS or DOS or 0OS X) >> 2

test dl, WINDOWS >> 2

jz short not windows

lea ecx, (aWindows - aWeDonTSellHardwareForThe) [esi] ; "We don't sell
hardware for the moment.."...

push ecx ; format

call printf

pop ecx

not windows:

mov
shr
and
test
jz
lea

for the
push
call

pop

not dos:
mov
shr
and
test
jz
lea

for the
push
call

pop

al, byte ptr [ebx+software t.info]
eax, 2

eax, (WINDOWS or DOS or OS X) >> 2
al, DOS >> 2

short not dos

edx, (aDos - aWeDonTSellHardwareForThe) [esi] ; "We don't sell hardware
moment.."...

edx ; format

_printf

ecx

cl, byte ptr [ebx+software t.info]
ecx, 2

ecx, (WINDOWS or DOS or 0OS X) >> 2
cl, 0S_X >> 2

short not os x

eax, (a0OsX - aWeDonTSellHardwareForThe) [esi] ; "We don't sell hardware
moment.."...

eax ; format

_printf

ecx
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not os x: ; "We don't sell hardware for the moment.."...

lea edx, (asc_40A331 - aWeDonTSellHardwareForThe) [esi]
push edx ; format
call printf
pop ecx
mov cl, byte ptr [ebxt+software t.info]
shr ecx, 5
and ecx, category >> 5
dec ecx
jz short DISASSEMBLY
dec ecx
Jjz short RECOVERY
dec ecx
Jjz short CRYPTOGRAPHY
Jmp short end
DISASSEMBLY : ; "We don't sell hardware for the moment.."...
lea eax, (aDisassembly - aWeDonTSellHardwareForThe) [esi]
push eax ; format
call printf
pop ecx
Jmp short end
RECOVERY : ; "We don't sell hardware for the moment.."...
lea edx, (aRecovery - aWeDonTSellHardwareForThe) [esi]
push edx ; format
call printf
pop ecx
Jmp short end
CRYPTOGRAPHY : ; "We don't sell hardware for the moment.."...
lea ecx, (aCryptography - aWeDonTSellHardwareForThe) [esi]
push ecx ; format
call printf
pop ecx
end: "We don't sell hardware for the moment.."...
lea eax, (asc_40A358 - aWeDonTSellHardwareForThe) [esi]
push eax ; format
call printf
pop ecx
pop esi
pop ebx
pop ebp
retn

print software endp
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Foiaiddiiiiaiidiiir SUBROUTINE (bbb

; Attributes: bp-based frame

; int  cdecl print product (product t *product)
print product proc near ; CODE XREF: main+128p

product= dword ptr 8

push ebp
mov ebp, esp
push ebx
mov ebx, [ebptproduct]
push [ebx+product t.category] ; product category
call check product
pop ecx
test eax, eax
jnz short check product ok
Xor eax, eax
pop ebx
pop ebp
retn
check product ok: ; CODE XREF: print product+12j
push [ebx+product t.id]
push offset aProduct04x ; format
call printf
add esp, 8
mov edx, [ebx+product t.category]
sub edx, 1
Jb short case book
jz short case software
Jmp short default
case_book: ; CODE XREF: print product+2Ej
add ebx, product t.p.book.title
push ebx ; book
call print book
pop ecx
Jmp short default
case_software: ; CODE XREF: print product+30j
add ebx, product t.p.software.info
push ebx ; software
call print software
pop ecx
default: ; CODE XREF: print product+32j print product+3Ej
mov al, 1
pop ebx
pop ebp
retn

print product endp
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Foiaiddiiiiaiidiiir SUBROUTINE (bbb

; Attributes: bp-based frame

; void  cdecl main()
main proc near ; DATA XREF: .data:0040A0DOo
push ebp
mov ebp, esp
push ebx
push esi
push edi
push offset aCustomers ; format
call printf
pop ecx
mov ebx, offset customers
Jmp short loc 401376

loop print customer: ; CODE XREF: main+25]

push ebx ; customer
call print customer
pop ecx
add ebx, 40
loc 401376: ; CODE XREF: main+l1l6]
cmp [ebx+customer t.id], 0
jnz short loop print customer
push 544 ; size
call malloc
pop ecx
mov ebx, eax
mov [ebx+product t.id], 1
XOr eax, eax ; BOOK
mov [ebx+product t.category], eax
mov esi, offset aldaQuickstartG ; "IDA QuickStart Guide"
lea edi, [ebx+product t.p.book.title]
mov ecx, 32
rep movsd
mov dword ptr [ebx+product t[1l].id], 2
mov dword ptr [ebx+product t[l].category], SOFTWARE
mov esi, offset softwares.softs
lea edi, [ebx+product t[l].p.software]
mov ecx, 9
rep movsd
mov dword ptr [ebx+product t[2].id], 3
mov dword ptr [ebx+product t[2].category], SOFTWARE
mov esi, (offset softwares.softs.info+24h)
lea edi, [ebx+product t[2].p.software]
mov ecx, 9
rep movsd
mov dword ptr [ebx+product t[3].id], 4
mov dword ptr [ebx+product t[3].category], SOFTWARE
mov esi, (offset softwares.softs.info+48h)
lea edi, [ebx+product t[3].p.software]
mov ecx, 9
rep movsd
push offset aProducts ; format
call printf
pop ecx
XOr esi, esi
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loop verify print product: ; CODE XREF: main+132j

mov eax, esi
shl eax, 4
add eax, esi
push [ebx+eax*8+product t.category] ; product category
call check product
pop ecx
test eax, eax
jnz short product is valid
push offset aInvalidProduct ; format
call printf
pop ecx
Jmp short exit
product is valid: ; CODE XREF: main+E0]
mov edx, esi
shl edx, 4
add edx, esi
cmp [ebxtedx*8+product t.category], SOFTWARE
jnz short print product
mov ecx, esi
shl ecx, 4
add ecx, esi
push [ebxtecx*8+product t.p.software.info] ; software info
call check software
pop ecx
test eax, eax
jnz short print product
push offset alInvalidSoftwar ; format
call printf
pop ecx
Jmp short exit
print product: ; CODE XREF: main+FBj main+110j
imul eax, esi, 88h
add eax, ebx
push eax ; product
call print product
pop ecx
inc esi
cmp esi, 4
J1 short loop verify print product
exit: ; CODE XREF: main+ED]j main+l11Dj
push ebx ; block
call free
pop ecx
pop edi
pop esi
pop ebx
pop ebp
retn

main endp
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; [COLLAPSED AREA .text2. PRESS KEYPAD "+" TO EXPAND]
; Section 2. (virtual address 0000A000)

; Virtual size : 00003000 ( 12288.)
; Section size in file : 00002800 ( 10240.)
; Offset to raw data for section: 00009400

; Flags C0000040: Data Readable Writable

; Alignment : 16 bytes ?

; Segment type: Pure data
; Segment permissions: Read/Write
~data segment para public 'DATA' use32
assume cs: data
;org 40A000h
; [COLLAPSED AREA .datal. PRESS KEYPAD "+" TO EXPAND]
customers customer t <1, 'Peter', 'm'> ; DATA XREF: main+llo
customer t <2, 'John', 'm'>
customer t <3, 'Mary', 'f'>
customer t <0>
aldaQuickstartG db 'IDA QuickStart Guide',0 ; DATA XREF: main+3Fo
db 6Bh dup (0)
softwares dd 3 ; count ; DATA XREF: main+620
dd PC or WINDOWS or DOS or DISASSEMBLY; softs.info
do 'ipa pro',0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0; softs.name
dd PC or MAC or WINDOWS or OS X or RECOVERY; softs.info
db 'PhotoRescue',0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0; softs.name
dd PC or WINDOWS or CRYPTOGRAPHY; softs.info
do 'aCrypt',0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0; softs.name
aWeDonTSellHardwareForThe db 'We don',27h, 't sell hardware for the
moment...',0Ah,O
; DATA XREF: check product+Eo print software+8o
aCustomer04xSC db 'CUSTOMER %04X: %s (%c)',0Ah,0 ; DATA XREF: print customer+llo
aBookS db 'BOOK: %s',0Ah,0 ; DATA XREF: print book+60
aSoftwareS db 'SOFTWARE: %s:',0 ; DATA XREF: print software+llr
abPc db " PC',O0 ; DATA XREF: print software+27r
aMac db ' MAC',O ; DATA XREF: print software+3Br
asc_40A31B db ';',0 ; DATA XREF: print software:not macr
aWindows db ' WINDOWS',O0 ; DATA XREF: print software+5Cr
aDos db ' DOS',O0 ; DATA XREF: print software+72r
a0sX db ' 0S-X',0 ; DATA XREF: print software+8S9r
asc_40A331 db ';',0 ; DATA XREF: print software:not os xr
aDisassembly db ' DISASSEMBLY',O0 ; DATA XREF: print software:DISASSEMBLYr
aRecovery db ' RECOVERY',0 ; DATA XREF: print software:RECOVERYr
aCryptography db ' CRYPTOGRAPHY',O ; DATA XREF: print software:CRYPTOGRAPHYr
asc_40A358 db 0Ah,0 ; DATA XREF: print software:endr
aProduct04x db 'PRODUCT %04X: ',0 ; DATA XREF: print product+lBo
aCustomers db 'CUSTOMERS:',0Ah,0 ; DATA XREF: main+6o

aProducts db 0OAh ; DATA XREF: main+COo

db 'PRODUCTS:',0Ah,O
aInvalidProduct db 'Invalid product !!!'",0Ah,0 ; DATA XREF: main+E20
aInvalidSoftwar db 'Invalid software !!!',0Ah,0 ; DATA XREF: main+ll2o

; [COLLAPSED AREA .data2. PRESS KEYPAD "+" TO EXPAND]

’

; [00001000 BYTES: COLLAPSED SEGMENT tls. PRESS KEYPAD "+" TO EXPAND]

; [00001000 BYTES: COLLAPSED SEGMENT rdata. PRESS KEYPAD "+" TO EXPAND]

; [000000C4 BYTES: COLLAPSED SEGMENT idata. PRESS KEYPAD "+" TO EXPAND]
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