How to install DA floating licenses on a Windows server

To be able to use the IDA floating licenses, you need to first configure a license management server,
FlexNet license manager in our case. The workstations that will run IDA will need to be able to connect to
this server to check out alicense. We will show you how to configure the server part first, and then the
client on the workstations. The licenses are locked to your particular server based on the MAC address of
the first network card. You cannot edit this ID later becauseit will invalidate the key. You can activate the
licenses only once, so please choose your server carefully.

Briefly, the steps on the server are:

Install Imadmin on the server (or you could use the command line edition)

Copy the hexrays.exe vendor file to the same folder where Imadminisinstalled
Start the Imadmin service

Launch your web browser with URL local host:8090 to access the management GUI
Change the login password (default is user: admin / password: admin)

Obtain an activation file from our portal

Import your license file into the license management server

The steps on the workstation are:

Install IDA with the installation password
Run IDA and enter the license management server’s name or address

Please make sure the ports I DA uses to access the management server are open in your firewall both on the
workstation and the server. Read this guide to see what they are and how to change them.



Here isamore detailed step by step guide:

1. Install the Imadmin on your server. Y ou can find the latest Imadmin at the support page:
https://www.hex-rays.com/products/ida/support/flexi m/

< Flexiet Publisher License Server Installer = |EI[5|

Choose Install Folder

Where Would You Like to Install?
IC:\Progfam Files\Flexilet Publisher License Server Manager

Irnpo rom Previous.

fiof Surnrmary

© Important Inforrnation

h Configu

| Flextiet Publisher License Server Installer '

Launch Configuration

Configure the HTTF port number at which the License Server Management Interface can be accessed
using a web browser and the TCPAP port number at which licensing applications will communicate with
the License Server Manager

Enter the HTTP Port Number |3090

Enter the License Server Port Number:|0

(enter 0 to automatically pick from the default port range (27000 - 27009))



https://www.hex-rays.com/products/ida/support/flexlm/

s Flexet Publisher License Server Installer

Service Configuration

Provide information about running the FlexMet License Server Manager as a service. You must have
administrative privileges to configure the server to run as a service.

Enter the senvice name | Imadmin

Enter number of seconds to delay when starting the service |0

We recommend that you install it as a service so it can run in the background.
Make sure the service has actually started. If not, go into Computer Management in Windows and start it.
Otherwise, the license manager web interface will not work.

2. Download the vendor file hexrays.exe from the support page. Y ou need to copy thisfile into the flex
manager folder where you have installed the Imadmin above. The manager |ooks for the vendor executable
the .lic file specifies. By default it is set to hexrays. It assumes that the hexrays.exe that you have
downloaded isin the same folder as the FlexNet Publisher License Server Manager. Y ou can see the
vendor setting in the .lic file, as well as the number of seats for each license and the server’s MAC address:

1 ISERV'ER this_host 000C292150ES
2 VENDOR hexrays
3 FEATURE IDAPROFW hexravs 6.6 permanent 3

You will obtain the .lic file shortly from our activation portal.



3. Launch your web browser and enter the address http://localhost:8090 if you are working at the local
console of the server, or http://servername:8090 if you are on another station, substituting the server name
to match your server. The 8090 is the default port for the admin utility unless you changed it.

Alternatively, you can run the Imtools utility. You can download it from the support page above and put it
in the same folder where the FlexNet manager isinstalled. We will show you how to install the licenses
using the browser-based admin interface.

4. Click on the Administration link on the top right side. You will need to signin. The default username
and password are admin / admin. Y ou will be asked to change the password the first time you login.

(B8] FloxNet Publisher
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5. Obtain an activation file from our portal at https://www.hex-rays.com/activate.shtml

Y ou will need the ida.key file, the M AC addr ess of the first network card in the server where the license
manager will reside, and the email address you had provided us when you got your IDA license. The
portal will send thisinformation to our activation system.

Hame Products Support Foarum Blog

Use this page
to generate a
Please use this page ta generete a license activation file,

Hcense License acthvation fles are required enly “or floatirg licenses.
Tha ide. ey file can be found in the IDA installation giractary (usually c\program fles\da)

acf;vatfgn f”rE The emal field must ba flled anly if you have never sub—ilmed your amal @ o5,
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https://www.hex-rays.com/activate.shtml

Y ou can obtain the MAC address (Ethernet Address) from the System Infor mation tab of the license
manager web GUI. Y ou should copy and paste this value into the activation portal.
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You can also get it by running ipconfig —all from the command prompt in Windows; it is called the
Physical Address. If there are multiple network cards, you want the first card’ s address. It is better to get
this information from the license manager System Information so that it matches what it expects. This
number will be hard-coded in the license file our system generates. This locks the licenses to that server.
You cannot edit this ID later because it will invalidate the key. You can activate the licenses only once.

Command Prompt

C:~Documents and Settings“Owner>ipconfig —-all
Windows IP Configuration

Host Mame

Primary Dns Suffix

Mode Type

IP Routing Enabled.

WINS Proxy Enabled

DNS Suffix Search List. . . . . : localdomain

Ethernet adapter Local Area Connection:

Connection—specific DMS Suffix . : localdomain
Description : UMware Accelerated A

: BR-AC-29-21-58-E5
Dhcp Enabled T Yes
Autoconf iguration Enabled . . . . Yes
IP Address. . . . . . . - . . . . 192.168.116.128
Subnet Mask 255.255.255.8
Default Gatewa 192.168.116.2




Our system will email you a .lic file as an attachment. Y ou need to save this attachment in afile on your
server. You will import it into the management server later.

Subje...Hex-Rays software license activation. License: 48-B633-7014-EB
Mailer: MIME::Lite 3.838 (F2.84; T2.@9; A2.13; B3.13; Q3.13)

QD

wda_D00C29_
683 bytes

Dear Hex-Rays User,

Your activation reguest has been successfully processed!

Pleaze find attached the license file for the license server,

If using lmadmin: use the Web UI to submit .lic file to the servar.

If using lmgrd: use the -c commandline switch.

If vou have not downloaded the license server vet, you can do it from
the following page:

https://waw . hex-raye. com/products /ida/support /flexin/index. shtml

Thank wvou for purchasing our product{s)!

Best regards,
Hex-Raye



6. Click on the Vendor Daemon Configur ation tab on the left side. Y ou will see alink that says I mport

License. Click on that link.
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Import your activation file by browsing for the file you had saved from your email and then click on
Import License button. After it isimported, it will be installed in the licenses\hexr ays folder under
the C:\Program Files\FlexNet Publisher License Server Manager folder by default.



Fll‘zxﬁv::trPu blisher’

Qo

System
Information

Import Information

« Successfully uploaded license file to licenses\hexrays\ida_000C29
= Configured new vendor daemon, hexrays.

g | ok |
User
Configuration
.ﬁ.lelrt
Configuration
Server
Configuration
Vendor Daemon
Configuration
e -
Mare = | Size | Type
] IChconf File Folder
[Chdemo File Folder
ICheventlog File Folder
[Chexamples File Folder
ICuninstal File Folder
CHweb File Faolder
(Cwsd File Folder
E hasp_rt.exs 1,428 KB Application
[Ehaspsrm_'.-‘-.'inﬂ.dll 4,327KB  Application Extension
E Imadmin.exe 7482KE Application
|| £l README-swidtag-Imadmin. tkt 2KB TextDocument
regid. 2003-06,com. flexerasoftwa... 9KB SWIDTAG File
ﬂ hexrays.exe 1,742 KE Application
Cllogs File Faolder
[Ccache File Folder
[Tl licenses File Folder

You should have three additional folders: logs, cache and licenses. Inside the licenses folder, there will be
another folder called hexrays and your .lic file should be in there.



If al went well, you should now see the vendor daemon listed.
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The daemon will pick a port automatically. If you double click on hexraysin the list, you can see what it is
using, 1112 in our case. This port needs to be open in your firewall for the clients to be able to check out a
license.

Ei:::l:‘tr Publisher'

% Vendor Daemon:hexrays
System

haton Vendor Daemon Port in Use: 1112

Vendor Daemon Actions

m

U=zer
Configuration

Report Log Name: |

(]
Alert
Configuration

Qo

Server
Configuration

Vendor Daemon
Configuration

* | icense File or Directory
licenses\hexraysiida_000C292150E5_48-B633-

Vendor Daemon Location:

* Vendor Daemon Port:
% Use default port
' Use this port |0

* Restart Retries:
10




Because this port changes every time the daemon starts, it is better to either allow the daemon executable
(hexrays.exe) to listen on any port in your firewall, or if you wish to have tighter control over the ports, you
can designate a specific port in the Vendor Daemon Port. If you do set a specific port, you will need to stop
and restart the daemon so that the new port will be used.

£58/FlexNet Publisher

'& Vendor Daemon:hexrays
System

ok Vendor Dasmon Port in Use: 1112

Vendor Daemon Actions

Reread License Files

Report Log Name: |

General Configuration

* License File or Directory
licenses\hexrays\ida_000C292150E5_48-B633

I
Alert
Configuration

Qo

Server
Configuration

Vendor Daemon Location:

* Vendor Daemon Port:
' Use default port
& Use this port|1112

Vendor Dasmon
Configuration

* Restart Retries:
10

I™ Enable Date-based Versions

The port for the license server itself and the vendor daemon can also be changed in the .lic file:

SERVER this_host 000C292150E5 31000

VENDOR hexrays PORT=1112
If you change the port from the default, it needs to be specified in the connection dialog in the IDA client.
In this case to 31000@192.168.116.128




Now click on the Dashboard link at the top right, and then click on Concurrent button. Y ou should see your
licenses listed.

=10/

o Tr— . e [ E A% BN e =

Yendor Paemosy: heerawy

Conornent

I Critical

Y ou can see the number of licenses checked out in the dashboard. 0 (3) in our example shows that we have
3 available and 0 checked out.



7. You are now ready toinstall IDA on your workstations. The workstations must be able to contact the
license management server, so make sure the server isin the same subnet and also the firewall allows
access to the ports the server islistening on. By default, it will be TCP port 27000 and the vendor daemon
port 1112 (or whatever it is set to) that can be different each time the daemon runs. These ports will haveto
be remotely accessible so that the clients can check out alicense.

Once the license management server is up and running and has the activation record loaded, you can run
the IDA client on aworkstation. When IDA starts, it will show you a dialog box and ask you to specify
where the license management server islocated.

FlenNet License Finder I x|

Your application was not able ta abtain a licenze
because the FlexMet license server manager
could not determine where ta find the licensing
data it needs. Pleaze choose one of the
followina:

% Specify the License Server System

" Specify the License File

Copyright [c] Flexera Software LLC

Cancel | | <Back || Mexts l

Click next to enter the name or the IP address of the server.

FlexNet License Finder | x|

Enter the Computer Hame of the License Server
System. [Contact your System Administrator if vou
do not know this.]

@132168.116.128

Cancel <Back | Mexts I

Click next and IDA will attempt to connect to the server over the default TCP port, which is 27000 and our
vendor daemon port 1112. If it works, you will get adialog telling you that it has completed.



FlexNet License Finder X

The FlexMet license finder
haz completed.

Press Finish ta return to the
application.

Cancel <Back | Finizh I

If it fails because you have afirewall blocking the port on the client, you will get something like this:

Sygate Personal Firewall 12/03/2014 12:12:10 . ﬂ

The Interactive Disassembler [idag.exe] iz trving to connect to [192.168.116.128] using remote pork
% 27000, Do wou want to allovs this program to accezs the nebwork "

Remember my answer, and da not ask me 7
Ll again for this application. Yes | Ha I Detail >

Drag a File here to disassemble it
x|

License server error: Unable to checkout: Cannot connect bo license server system,
The license server manager {Imgrd) has not been started vet,
the wrong port@host or license file is being used, or the
port or hastname in the license file has been changed.
Feature: IDAPROEY
Server name:  192.168.116.128
License path: @192,1658.116.128;
FlexMet Licensing error:-15,570, System Error: 10035 "WwinSock: Operation would block"
For Further information, refer to the FlexMet Licensing documentation,
available at “www. flexerasoftware.com',

We had the firewall running and it blocked the port. As aresult, IDA displayed an error dialog. If the
firewall is open on the client, but it is blocked at the server, then the error message will be:



Enter the Computer Mame of the License Server
System. [Contact pour System Administrator if you
do ot know thiz.]

FlexMet License Manager

x|

] 5 Metworking Error; Server ("192,168,116.128") not responding. Please contact System Administrator for assistance,
L

Cancel | <Back | Mexts

Asyou can see on the server, our firewall has blocked the incoming connection:

i3suea; 1O0TEL OI U L1CEnses 10 use) II

Sygate Personal Firewall Pro 12/03/2014 12:12:33 ) A

Flexera Software LLC [Imadmin.exe] iz being contacted from a remate machine [192.168.116.130]
uzing local port 27000, Do you want to allow this program to access the netwark?

ey

Remember my answer, and dao not ask me F
o again for this application. s | Mo I Detail >»

.

3
S

Our firewall shows us more details like this:

Sygate Personal Firewall Pro 12/03/2014 12:12:33 ﬂ E

== Flexera Software LLC [Imadmin.exe] iz being contacted from a remaote machine [192.168.116.130]
uzing local port 27000, Do you want to allow this program to access the networ?

all

Remember my answer, and da not ask me

I again for this application. Yes Ha | Detail << I

Detailed information of Flexera Software LLC [Imadmin.exe] and the connection it iz yving to establish:

File Versiom : 0 S P B -
File Description : Flexera Software LLC {(lmadmin.exe)
File Path : C:\Program Filesg\FlexNet Publisher License Server
Manager) lmadmin.exe
Process ID : 0xF74 (Heximal) 395& (Decimal)
[Connection origin : remote initiated
Protocol : TCP
Local Address = 192.168.116.128
Local Port : 27000
Remote Hame :
Remote Address : 192.168.116.130
Remote Port : 1122
Ethernet packet details:
Ethernet II ({Packet Length: &2)
Destination: 00-0c-29-21-50-e5
Source: 00-0c-29-56-9&8-ed
Type: IP (0x0800) | !




Assuming you sorted out the firewall issues and IDA was able to obtain alicense, you will seethat it
checked out one license. Look at the server management dashboard and Concurrent screen; refresh it to
see the latest status of the licenses:

|§] F’ll::h:;tl Publisher

Alerts Licenses ‘Weralor feemon: heocrays
A "l
e,
a Acipratakds oL ared
O Crilical
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Gl s PERMANENT
[P e

B 13 PERMINENT Heste

If you click on the Hosts link, you will see the name of the client machine;

& @ localhost: 5090, concurrenthosts?yer G’||V Google )-| 35 @ ﬂ' B 8 » | = !

Hosts

Feature Name/Version: Export Data:
IDAPROFW 6.6

@ searchfor: | | e I
wit

Page 1 of 1

Host & User Display Name Count

admin-32e6fbbct Administrator admin-39esfbbcf 1

We can see that it is the same as the name of our client machine:



.
System Properties 21x]

Sustem Restore I Autormatic Updates I Remate I
General Computer Name I Hardware | Advanced
;;l : ‘windows uses the following information to identify your computer
o the network.

Computer description: |

For example: "Kitchen Computer” or “han's

Computer",
Full computer name; admin-39e6fbbef,
‘wiorkgroup: WORKGROUP

To uze the Metwork |dentification Wizard to join a Metwork |0 |
domain and create a local user account, click Metwaork
10]

Torename this computer of join a domain, click Change. Change... |

0k I Cancel Aol

After you exit IDA, it will return the license to the server, which will free it up for another session.



