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DISCLAIMER

This library is free software; you can redistribute it anahardify it under the terms of the GNU Lesser
General Publidicense as published by the Free Software Foundation; eihsion 2.1 of the License, or

(at youroption) any later version.

This library is distributed in the hope that it will be usefulf WITHOUT ANY WARRANTY:; without
even the implied warranty (IERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See

the GNULesser General Public License foora details.

You should have received a copy of the GNU Lesser General Rid#iese along with this library; if not,
write to the Free Softwarfeéoundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 021801, USA
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262144 32 8192 allocating memory for name pointers... =
4366336 total memory allocated
Loading processor module R:\IDAPro\procs\pc.w32 for metapc...OK
Loading_type libraries...
Autoanalysis_subsystem has been initialized.
Compiling file 'R:\IDAPro\idc\ida.idc'...
Executing function ‘main’...
[IDA Pro winHelp Viewer] Loaded 'Intel x86 Instructions' from 'R:\IDAPro\plugins\x86eas.hlp', Easy Assembler shell v3.99 Copyright(C) 1999 Roman Novgorodov, "Intel x86 Instructions" u
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AU: idle Down Disk: 242N

PREFACE

The IDAWinHelpViewer pluginstarted asework of another very simple IDA plugin, never published, that
loaded the original WinHelp file though the usual WinHelp API and thus visualizing the selected opcode in
theclassicWiHel p cl i ent . I wasndét exactly happy with t
a wrappeto the externalWinHelp appication

| started gathémng informationon the WinHelp format (RTF, compressjatc) but then | asked myself if
this had been done before by someone elBee Wine project came in mind automaticallyhd@se great
people made something to reglte the winhelp functionalityGood. Some time saved

| got the sources at version 1.1.83jatedthe winhelp subproject, organized the sources, recomgpiéd
Visual C++ 2008 and execut#lte result It worked like a charm.

The next steps were pretstraightforward:Set up the IDA Plugin Visual C++ project, integitie
winhelpwine sourcesadapéedthem to comply to IDA SDK safe code rulespdified themto actually not
beeing a standalone client itself but executing as an IDA Rlugin

In the end is another wrapper itself. But more integrated.réalizing itwasreally funny.
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WHY?
WinHelpis an old format, largglsupersded by Compiled HTML an€ombinedHelp Collections. Not to
mention other more portable and flexible forms of documentation like PDFs.

So, Bvtheadead?

| have a large number of .HLP files coming from different sourcae3¥EDK, x860pcode Reference and
other Borlandhelp files I di d rmave themdosttnongelessl wanted a new way of having them
brought backto life into an dive and kicking application like IDA Pro

In generalWinHelp is cheap, integrated Windows versiorup to Windows XP (Vista, Seven and 2008 do
not have it nativelyoutit is available as a separate downlgamtt that this plugin requires. ithis plugin IS
itself the client by leveraging theart of theWINE frameworklibrary.

WinHelpis lite, does not need GBs of installations, prerequisites and stuff.
| wantedto have my x86 Opcode Reference ready to fire because | always forget something about them.

At least, | enjoied myself in creating this plugin

CURRENTLIMITATIONS

This versionworks by default withNor man Novgorodovds x 86NnHeipsfier uct i
(x86eas.hlp)But can actually open any .HLP file by usindh e A S e buttan in th€ intérfac®. Future
versions will have a database storing informafmmdifferent HLP files and a facility to seleand display

them.

Other(current)limitations:

Search is not implemented in this version.

Some features like Buttons and otketbeddedeatures are not supported in this version.
Combined WinHelp Collectiondia TOC/CFG are not supported in this version.

Images are ndtandled correty (will fix soon).

Encoding problems for some valugsll fix soon).

=A =4 =4 -4

DEVELOPMENT ENVIRONMENT

TheDevelopment Environmenised to develop, build and test the plugin is

9 MicrosoftVisual C++ 2008
i Microsoft Windows XP/Vista/Seven
M IDA Pro SDK 5.6

! Configurations other than the one indicated in the list have not been used nor tested, thus not supported.
Fabio Fornaro ©2010 Powered byWine ?,
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ARCHIVE CONTENTS

IDAWinHelpViewer.zip
| LICENSE
| README
+--- bin
| IDAWinHelpViewer.plw
| x86eas.hlp
I
+--- doc
| IDAWinHelpViwer.pdf
\--- src
\ --- IDAWinHelpViewer
| IDAWinHelpViewer.sIn
I
\ --- IDAWinHelpViewer
AUTHORS
callback.cpp
helpfile.cpp
helpfile.h
IdaWinHelpViewer.cp
IDAWinHelpViewer.h
IDAWinHelpViewer.rc
IDAWinHelpViewer.vc
LICENSE
macro.cpp
macro.h
macro.lex.|
macro2.cpp
Resource.h
stdafx.cpp
stdafx.h
string.cpp
targetver.h
VERSION
winhelp.cpp
winhelp.h
winhelp_res.h
x86eas.hlp

INSTALLATION& USAGE

In order to instaland use correctly the IDAWinHelpViewer plugin, perform the following steps:

1 Copythecontentsoin\ di r ect or vy
1 Modify the <IDADIR>\ plugins \ plugin.cfg

to the plugin default is: F2):

IDAWIn HelpVewer iw

hv F2

t o |

DA6s plugin di

rectory

file by appendinghe following line to map an hotkey

0

In order to use the plugien the IDA Disassembly Window, position thesor onto an opcod@r line) and
press the hotkey (ie. F&) display help for the opcode.

Once loaded, the plugitisplay somdasicinformation about the .HLP file itheLog Window:

[IDA Pro WinHelp Viewer] Loaded 'Intel x86 Instructions' from 'R:

Assembler Shell v3.99 Copyright(C) 1999 Roman Novgorodov, "Intel x86 Instructions"

\ IDAPro \ plugins \ x86eas.hlp’, Easy

In case ofNot Foundlllegal instruction, the Log Window will state:

[IDA Pro WinHelp Viewer] '<opcode>

Fabio Fornaro ©2010

' Not Found.
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SOURCES

Source code is organized ipeetty straighforwardimple way:

[ Solution TDAWInHelpViewer' (1 project)
& (2 IDAWinHelpViewer
l_:_| |=% Header Files
|_=_| L= wine
- (1] helpfileh
----- ] macro.h
----- ] winhelp.h
. [] winhelp_res.h
----- b IDAWinHelpViewer.h
..... ] Resource.h
----- ] stdafch
----- n] targetver.h
= L= Resource Files
L = IDAWinHelpViewer.rc
=R Source Files
|_=_| L= wine
..... ¢ callback.cpp
----- ¢ helpfile.cpp
----- ¢4 macro.cpp

..... macro.lex.|

----- ¢4 macro2.cpp

----- ¢ string.cpp

----- ¢ winhelp.cpp

----- ¢ IdaWinHelpViewer.cpp
----- ¢ stdafr.cpp

----- © xB6eas.hlp

..... AUTHORS

----- LICEMSE

----- WERSION

The fwined virtual folders contain the modified Wine WinHelpsources and headers
IDAWinHelpViewer.cpp is actually the plugin source code.

Lex stuff is used to generate WinHelp Macro related functiBosit is not needed to run it, for Macros are
already generated and part of the sources.
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PATH DEPENDENCIES

For obvious reasons the Visual C++ Project comes with some hard coded references for IDA Pro SDK

Headers and Library references and for fastd Events actions.

Paths should be changed accordingly to the exaiegson the development platform.

SDKHeaders
Additional Include Directories

Resolve #using References
Debug Information Format
Suppress Startup Banner
Warning Level

Detect 64-hit Portability Issues
Treat Warnings As Errors

Use UNICODE Response Files

SDKLibray
Output File
Show Progress
Version
Enable Incremental Linking
Suppress Startup Banner
Ignore Import Library
Register Output
Per-user Redirection
Additional Library Directories
Link Library Dependencies
Use Library Dependency Inputs
Use UNICODE Response Files

Post Build Events

copy /y "$(OutDir)

copy /y "$(ProjectDir)

Fabio Fornaro ©2010

\ $(ProjectName).plw"

RAIDAProtidasdics6\include

Program Database (/Zi)
Yes (/nologo)

Level 3 (fW3)

No

Mo

Yes

£(OutDir)\$(ProjectName).plw
Mot Set

Yes (/INCREMENTAL)

Yes (NOLOGO)

Mo

Mo

Mo
RAIDAProVidasdk56\lib\we.w32
Yes

Mo

Yes

R:\ IDAPro \ plugins

\ x86eas.hlp" R:\ IDAPro \ plugins

Powered byWine !
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It would be nice to have a next release up with the new \ivameworkthat at the time of writing this
documenits at 1.1.40 (checkerefor more info)and some code review and cleanup.

More features to be added like:

Search

Better Image andmbeddedreaturesand functionalitiesupport
Multiple Help File handling

More context help, like for instance, Win32s functi¢r8/Vin32sdk.hlp)

= =4 =4 =4

It would be nice to have a more solid yet integrated Help System for IDA, that is a really cool piece of
softwae that unfortunately lacks for proper help facilit{gsoltips and so ondther than the usual CHM file
shipped with every version of IDAne thing is true, by the way, Help stuffrésasonably at a lower priority

in relation to the cool and complex faees that are a@d from one release to thather.

Will this plugin somehow lead or open such a waa&ybe something is already on development at
Hex Raysé

In the endit was funny.

ABOUT THEAUTHOR

Fabio Fornaro lives and works in Italy asleveloper on Microsoft Platform. Currenitievelops in C# and
C/C++buthas developed also in Pascal, Java, Python and Basic.

His hobbies are Malware & Exploits Analisys, Reverse Engineering, Drawing and Guitars.

FEEDBACK

Feedback is welcome, please wribfabio.fornaro@gmail.com
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Jason McMullan
Harry McNally
Caolan McNamara
Patrick J. McNerthney
Paul McNett

Bill Medland
Marcus Meissner
Josef Meixner
Américo José Melo
Fabrice Ménard
Graham Menhennitt
Luis Javier Merino
Thomas Mertes
Johann Messner
David Metcalfe
Francois Methot
Raul Metsma
Travis Michielsen
Wojciech Migda
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Robert Millan

Paul Millar

Dave Miller

David Miller

Donn Miller

Jeff Miller

Bruce Milner
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Anish Mistry
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Peter Mladek
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Todd Mokros
Slava Monich
James Moody
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David Moore
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Kai Morich
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Alexander Morozov
John Morris

Shaun Morris
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Adam D. Moss
MichaelMoss
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Jeff Muizelaar
Vasudev Mulchandani
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Philippe De Muyter
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Thuy Nguyen
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Arjen Nienhuis

Jan Nieuwenhuizen
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Philip Nilsson

Nix N. Nix
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Sami Nopanen
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Robert North
Tomasz Nowi Eski
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Per Nystrom
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Damien O'Neill
Mike O'Regan
Peter Oberndorfer
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Henrik Olsen
Magnus Olsen
Roger Olson
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Knut St.Osmundsen
Andriy Palamarchuk
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Vladimir Pankratov
Andrey Panov

Won Kyu Park

Joel Parker

Evan G. Parry
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Alex Pasadyn
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Gerard Patel
Michael Patra
Murali Pattathe
Catalin Patulea
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Dimitrie O. Paun
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Vincent Pelletier
Victor Pelt

Brad Pepers

Ted Percival
Vitaly Perov
James Perry

Ori Pessach
Adam Petaccia
Nemeth Peter
Chris Peterson
Jim Peterson
Sylvain Petreolle
Konstantin Petrov
Ofir Petruska
Diego Petteno
Gerald Pfder
Jason Phillips
Dave Pickles
Marco Pietrobono
Alessandro Pignotti
lan Pilcher
Simeon Pilgrim
Martin Pilka
Laurent Pinchart
Aviad Pineles
Brian Pirie

Colin Pitrat
Davide Pizzetti
Michael Ploujnikov
William Poetra Yoga Hadisoesen
Gracjan Polak
Michael Poole
Andrzej Popowski
Dmitry Potapov
Eric Pouech
Robert Pouliot
Vahid Pourlotfali
Hervé Poussineau
Vincent Povirk
Chad Powell
Joseph Pranevich
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Martin Profittlich
Oleg Prokhorov
Roberto Augusto Pungartnik
Francesc®i Punzio
Ivan Leo Puoti
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Peter Quiring
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Pete Ratzlaff
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John Richardson
Rick Richardson
Frank Richter

Simon Richter
Douglas Ridgway
Konrad Rieck
Andrew Riedi

Detlef Riekenberg
Robert Riggs

Peter Riocreux

Scott Ritchie

Paul Bryan Roberts
Matthew Robertson
Chris Robinson
Vedran Rodic

Wino Rojo

Troy Rollo

Paul Romanyszyn
Drew Ronneberg
Stephan Rose
Andreas Rosenberg
Bernhard Rosenkraenzer
Pavel Roskin

Herbert Rosmanith
Elias Ross

Lilia Roumiantseva
Owen Rudge

Paul Rupe

Mike Ruprecht
Johannes Ruscheinski
Andy Rysin
DanielSabo

Adam Sacarny

Ivan de Saedeleer
Madhura Sahasrabudhe
Diaa Sami

Kasper Sandberg
Thomas Sandford
Daniel Santos
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Pablo Saratxaga
Kouji Sasaki

Mike Schaadt

Carl van Schaik
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Peter Schauer

Paul van Schayck
Daniel Schepler
Johannes E. Schindelin
Christian Schlaile
Peter Schlaile
Michael Schliter
Ulrich Schmid

Axel Schmidt

Bernd Schmidt

lan Schmidt

Ryan Schmidt
Juergen Schmied
Ingo Schneider
Victor Schneider
Kees Schoenmakers
Glenn Schrader

Rico Schiller

Marco Schuster
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Tim Schwartz
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Wolfgang Schwotzer
Dan Scott

Alexander Scottlohns
Tim Segall

Hajime Segawa
Pavel Semerad
Hippocrates Sendoukas
Stas Sergeev
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Jeremy Shaw

Roy Shea

Robert Shearman
John Sheets
ShachaShemesh
Nickolay V. Shmyrev
llya Shpigor
Santosh Siddheshwar
Stefan Siebert
Yngvi Sigurjonsson
Gustavo Noronha Silva
Stephen Simmons
Alasdair Sinclair
Andrej Sinicyn

Ivan Sinitsin

Dmitrij Sinukov
Willie Sippel

Nikolay Sivov

Kjell Rune Skaaraas
Daniel Skorka
Jesper Skov

Neil Skrypuch

Rick Sladkey

Sasha Slijepcevic
Kirill Smelkov
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David Smith

Dylan Smith

Jeff Smith

William Smith
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Ed Snow

Jaroslaw Piotr Sobieszek
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Thomas Spear
Chris Spencer
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Matej Spindler
Patrick Spinler
Serge S. Spiridonoff
Alexey Spiridonov
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Evan Stade

Malte Starostik
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Sheri Steeves
Michael Stefaniuc
Jozef Stefanka
Nikolay Stefanov
Steven Stein

Igor Stepin

Keith Stevens
Norman Stevens
Aric Stewart
Johannes Stezenbach
Oliver Stieber
Clinton Stimpson
William Stinson
Adam Stoelting
Richard Stonehouse
Stefan Stranz
Dominik Strasser
Patrik Stridvall
Vadim Strizhevsky
Bertho Stultiens
John F Sturtz
Michal Suchanle
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Petr Sumbera
Supphachoke Suntiwichaya
Charles Suprin
James Sutherland

Erik Svendsen
Artur Szymiec
Dylan Taft

Yoshiro Takeno
Hidenori Takeshima
Andrew Talbot
Hiroshi Tanabe
Igor Tarasov
Tristan Tarrant
Andrew Taylor

Ben Taylor

Brian Teague

Evan Teran

Petr Tesarik
Wolfgang Thaller
Kanit Therdsteerasukdi
JeanPhilippe Theriault
Joshua Thielen
Ingmar Thiemann
Dirk Thierbach
JeanlLouis Thirot
Ken Thomases
Duncan C Thomson
Geoff Thorpe
Adrian Thurston
Goran Thyni

Steve Tibbett
Dmitry Timoshkov
Marco Timpano
Will Tipton

Jimmy Tirtawangsa
Petr Tomasek

Jon Tombs

Janusz Tomczak
Allan Tong

Gal Topper

Linus Torvalds

Luc Tourangeau
Jeff Tranter

Pavel Troller
Gregory Trubetskoy
Lauri Tulmin

Petri Tuomola
Sergey Turchanov
Warren Turkal
Andrey Turkin
Gregory M. Turner
Peter Dons Tychsen
Lionel Ulmer

Peter Urbanec
Moshe Vainer

Hleb Valoska
Hannu Valtonen
Carroll Vance
Tomas Vanek
Charles Vaughn
Stephen R. Veit
Michael Veksler
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Sven Verdoolaege
Martijn Vernooij
Peter Verthez
Todd Vierling

Brian Vincent
Leonardo Quijano Vincenzi
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Duc Vuong
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Daniel Walker Carl Williams James Youngman
Martin Walker Eric Williams Nikita V. Youshchenko
Wolfgang Walter Grant Williamson Hwang YunSong
Simon Walton Chris Wilson Mi kogaj Zal ewski
Owen Wang Jed Wing Simen Zamecnik
Eric Warnke Andre Wisplinghoff Jeff Zaroyko
Tony Wasserka Christoph von Wittich Steve Zellers
Andrew Webb Gukasz Wojnigowicz Jan Zerebecki
Leigh Wedding Dan Wolf John Zero
Randy Weems Erwin Wolff Lei Zhang
Manfred Weichel Philipp Wollermann Yuxi Zhang
Thomas Weidenmueller Ivan Wong Shanren Zhou
Ulrich Weigand Brandon Woodmansee Andrew Ziem
Markus Weiland Alex Woods G. Paul Ziemba
David Welch Cliff Wright Daniel Zimmermann
Morten Welinder Tim Wright Nikolas Zimmermann
Marcelo Welter Chial Wu Alex Zorach
Mark Westcott Gerold Jens Wucherpfennig Nathan Zorich
Michael Wetherell Karl Guenter Wuensch Luiz Otavio L. Zorzella
Jeremy White Chris Wulff Rizsanyi Zsolt
Len White Glenn Wurster Per Angstrém
Lawson Whitney Jon Yang Peter Astrand
Tom Wickline Mehmet Yasar
Michag Wi ernowol ski Alexander Yaworsky
Martin Wilck Sean Young
Jan Willamowius Eric Youngdale
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